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ABSTRACT

Idéntification of the type of modulation of an intercepted
communication signal out of the wvast hierarchy of possible
modulation types is fundamental before advising a suitable
type of demodulator. This process is usually manual. In this
paper, a new methodology is suggested and validated (via
computer simulations) for automatic identification of the
modulation type tanalog and digital) of intercepted
communication signalslil. The methodology is based on
zero-based representation of signals and utilization af new
algorithms +or such identification. Another contribution
presented in this paper. is a novel ASK modulation and
demodul ation scheme utilizing zero—manipulation.

Zaro—-crossing analysis describes any of several techniques
which make use of information pertaining to the locations in
time of successive zero—crossings of a time waveform. Such
technigues have found applications far several signal
processing and pattern recognition tasks. Some of these tasks
include: speech analysis and recognition [2], communications
applications [3],...etc. Each of these applications has its
specific features regarding the nature of the zero—-crossing

" data measurements and the features extracted from such data.

Some applications utilize the number of zero-crossings, the
other may count the time interval between successive zeros.

¢ “

In this paper we shall try tg@ extend the prowess of
zerao—hased representations to cover important wutilities in
the field of identification of unknown modulation of
intercepted signals. Further, a novel modulation scheme, based
on manipulating the zeros of the base band and carrier
wavefaorms, is illustrated. This scheme has been mathematically
and experimentally verified to emulate most analog and digital
modulation sclieunes.

(1)~ Head of Specialized BElectrical Branch,The M.T.C.,Cairo.
(2)= The Chair of EW Engineering,The ¥.TsCo,Cairo



v FOURTH ASAT CONFERENCE
COM=-3 544
e

14-16 May 1991 , CAIRO
] 2. FUNDAMENTALS OF ZER(O-DASED REPRESENTATION OF SIBMALS: |

Thiz= t wartant a dus introduction owing to the fact -~
that the chnlgues have not beesen very curcrent until lately -
due to t SQuCIJI mathematics (wainly tha theaory of entire !
functions) and also to the difsicult problematics of
interpelating (reconzbructing) ~ignal Dy wirtue of its
ZEFO-CTO ngs. In this papear =hall tntroduce a brief
illustrai+on of zerc-based technigies exemplified by displays
of actual zsignals generated and cessed by the authers by
conf Lgurimg the Hewleat Aol HFS4A221D Ligitizing
Osciiloscorne o the HPS1828 Weveform Fecorder uwnder the
cuntrol of the HPTE3IACU Conputer. The authors daveloped the
software to afdfact all the displayed =signals illustrated in
tiiis pape

A band- wited =zignal caprasents by a =et of
amplitude 32 lusEs at biygquaist rate. yet anathar way
of representing such signa 15 is by means of their real and .

cﬂmplex TR 0s [4] A ;erq-baned representation
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coincides with s{t) 2. zn is the location of the nth zero. The

time waveform wholly real-zero band-limited signal s{t)
corresponding to eqn(2) can be expressed [3] as

2M WD
s(t) = A *» [l sin [ — (t - tn)J e ae (S
n=1 2

where A is a scale factor.

Egn(3) was utilized to affect reconstruction of the
band-limited signal shown in the first trace of figl1l. The
second trace displays the hard-limited signal of the first
trace. The third trace displays the real zeros of the signal,
which can be extracted from eqgni(l).

In all our experimentation, the numbiﬁ of samples was
chosen to be 400 (for due consideration to anti-aliasing).

Eqn(3) was utilized to reconstruct the signal (see the
fourth trace of figll1l).
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Figlll: Waveform Regeneration

2. MODULATION IDENTIFICATION METHODOLOGY BASED ON

ZERO-PATTERN CHARACTERIZATION:

-

Seqmenﬁinq an input intercepted compunicatian signal intao
Lithed WindgWs eneuiipaesling wul tieiently La yo nuader wit b lus
of the lokest frequency present; curregponding to a sufficient
sample silte, enables us to correlate the time-dependence of
the nnmbgr of intercepted tero-crossings with the type af

L modol at ian. J

F



e s s

G
L

B ]

1 e e
] ver ——s—-  Digitizer o B
‘ :
| !

OM-3 546

=i n"j[::fz 0

In ar

ADOVE ,

=0

4
14

OURTH ASAT CONFERENCE

-
s

14-16 May 1991 , CAIRO

ng tha type of
and  will always

suthars wish to
methadological
nanded-over to
mibeEd in the
sctesizing the type

with a pattern

chbive switching

st fected. Fig
tiguwraticn which
intaerceptions.

T
;,.‘;',
D
=
=
ol
i
| ‘

a HF—1B

Bipck Diagram aof Automatic Democ

Iinterceptians.

! picdely know classid and digital
wavaetarasi 4l have uter-simul atEd,
G - Crossl the described

j- | - = o= e
the 1dein

iture”  extracted g
COUrSe. FigL31

zara-—-pat

i It 15 clizar from

f1f =2 modil 3 tboth  analaog

s at a unigue is associated

; =0 e I som2 situation

ilse teirns. = libirary af

o displays nding to each modulation

is thus constrw d stor=d. Figl4l shows the
isChart repraezentig developed program.

mrration signal iz first
relevant zero—-pattern as

por s b Ay £ fin b deet obia g oo gee et

toriv 1o normatbvzeo (oo Lo came  frgguency  as  the

=P ET pattern. e T,F., freguency. The
i rians of to I waveform are sufficient
= S G of o st the input signa

both ciwvil and |

s



Y

"y

' !71."
COM-3 54

e 14-16 May L99
[ **¥~f«3ﬂtﬁ11f10hiiﬂECUﬁﬂl[fIONIJWEE
RERENSD TOTAL ZERO COUNT= 44
9B T 7
i FERIOD= (GO Sswple
i v f
- {
: L] |
B 2 |
" A — oy 0 W d B G TE e 8 W e Ry 1 e e e g A
z Bis [ . . l
QAB Eoov ol Dol ' ‘
Ois ol o )
Ul BB E e o S 3 n i -
B 1@ F o a.,‘
é 3 - h] 9_. ........ .
o ARAM A A AWML A A_ARANN | & © £ e
¥ .2 |
G om
.4

INFUT SIGNAL

A0S

-

PERL

EIGMAL

T

INF

ROS

FUEVRY e srr Y

FOURTH AgSA"

SREIAt AR LYY JWJJ;T'::i
U 18 28 39 48 50 68 7@ 8@ 9@ )
TIME. | SAMPLE

xx% MODULATION RECOGNTTION xxx

*E*é*ﬁf* TOTAL ZERQO COUNT= 41
U RRRR R R
""“““‘“‘“{ _J“IA — ] PERIUD= 266 Sanple
- AN
"
i e
w Yl AFH
5H oo 8 s TR e St R w
12 |
AN by 5 |
‘_f_é“..'...
= B 28 48 6B BY 1801201416681 402

TIME. . SAMPLE

faikeiad HIQ)DU!.A RATION RECOGMITION sxx

R EER
P B K
936 N

1

I——

I

j**““"—

SR = e

TOTRL ZERO COUNT=. 51

MERIOO:= ZBA Semple

L B I U

.......................

‘IITYYTlerj!'!T1Tl
el B FLa N

SRt AN e Dosonit iacon sbasnlances st
W OCU AR RD BRABRILCYI 106N BT
TIME,  SHMPLE

FigE31: Method of Modulation Recognition
Eased on Zero-Pattern Time Course




EBM 7 54 FOURTH ASAT CONFERENCE
-_— 14-16 May 1991 , CAIRO

D

Y

Receive the communication signal
for each kind of modulation
under examination

Y
Digitize the IF waveform

Y

Compute the Zero-Crossing
of the waveform

X

Extréct the new Zero-Pattern
for each kind of modulation

1

Store the Zero-Pattern

END

Figl41: Flowchart Representing the Zero-Pattern
for standard types of Modulation

(c)- The identification is affected automatically by
comparing the interception zero-pattern display with
the corresponding zero—patterns of the constructed
modulation-type library in step (a).

A proposed algorithm was used to distinguish between .
similar =zero-patterns for the different types of
modul ation, and this was done as follows: .

(1) AM and SSB Recognition;

When the proposed zero pattern represents AM or SSB
modulation, the received waveform applied automatically to
the FFT subroutine to illustrate the spectrum of this type
of modulation. as shown in figlS5]. A level crossing rate is
applied to this spectrum provides additional information
which when combined with zero-pattern gives a correct
decision. as shown in fig[Sbl.
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Figl5l: AM and SSB Recognition

(2) DSB and PSK Recognition;

For some kind of traffic with DSE modulation and some
different sequences with FEE, these two kind af madulation
may they have the same zero—pattern as shown in figLél. In
order to distinguish between them we measure  the max i mum
value Vmax OF the I.F. waveform and the minimum value Vain

. at a point equal to intervail At, wherse
il
nﬁ{: o
: &g

L . " il ™ BEa ] - - PN S )
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At = £ + t e (4)
n+. n

and tn iz the position of the zero-crossing when the

waveform change its phase, then
Vma\a
IF v = —— »»1 then the modulation is DSB

VoL
min

IF v = approximately 1 then the modulation is PSK

becausa v have a greatest value when DEB signal is
received and have a lowest wvaluse when FEK signal is
received. (see fig. (&)).

(3) FM, F8K, and phase Modulations;

Analysis aof the wavaeform of an FM signal, at the
receiver 1.F. frequency. should indicate the {frequency aof
the waveform changes with the modulation. For the FBK, the
traffic will cause discrete changes in freguency. However,
the phase modulation has a similar characteristic. Thus for
linear FM, the waveform alone does not always correctly
show the type of modulation. Figl71 shows FM, FSK, and
Phase modulations, all the types of modulations have
similar waveform, and hence, identical zero=patterns. In
order to distinguish between them we make the following
proposed;

FH

IRANAAVAVA AL ik drava

A NANNANAAAMAAAN N NN

\RVARVAVATR MM A A'AVAVARVARY,

Figl71: FM, FS8K, and Phase Modulations
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For the FM waveform, the carrier’s frequency is
maximum at the peak of the modul ating time waveform.
Additiopally, the FM carrier’s frequency is a minimum &t
the valley of modulating waveform. For PH, the carrier's
frequency is greatest when the rate of change of thg
modul gting waveform is increasing at the greatest rate, and
is lowest when the rate of’ change of the madul ating signal
is dgcreasing at the greatest rate. For a standard sine
wave, the greatest positive change of a signal occurs when
the paveform crosses the tero-axis, gaing in the positive
dirgction. Thus, the expected frequency changes of the
carfier should peak at this time. Likewise, the modul ating
sin@ wave has its greatest negative going change when it is
at the zero axis, traveling in the negative direction, this
iy where the carrier frequency should be at its lowest
frequency value.

/
' Angle modul ated signals have the general form

K:(t) = Ac cns(wct + pl(t)) seee (5D

wherea Ac and wc are constants and the phase angle (i)

is & function of the base band signal X(t). We can express
the angle modul ated signal as [&]

A Sin(W_t + K_ X(t)) far PM
X (t) = Py TS
A sinW_t + k. » X{ridt) <for FmM
c c i

The relationship between the amplitude of the
Anormalized modul ating signal gt} and any twa Buccessive
t@ro~cromsing instants ti-! and . 0f the modulated Fn

Earrieaer
t
Yem (£) = A_ sin CW_t + AW X(wdu 21 cera (D)

Q
€an be easnily shown to be given hy

: £,
i
Welty = &, 1) + aw J Xttidt = g vaes (B)

. i

The function af Eqn. (8) has zeros whan
(L) = Wt «+ plt) = an n =20, 21, =2 vaa (9)

For an FM signal, the total pPhase ¢(t) must be a
menotenic increasing function in order that the
instantansous frequency be np-itivn. From figl71, the total
phase functien appears a®, shown tiglal, with the

L #eFe=eErossing noted. Nate; that, the Zero-crpsaings

1

—— . R e = RSSO

1

o
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correspond to the times shown (labeled T1 through TIO)' For

frequency-modul ated waveform, the times will not be/éaually
spacedl71.

In the binary F5K signaling scheme, the wavefaorms

S.{ty = A caos(w t - w, t) and
i C d

Sty = A cos{wct # wdt) are used to convey binary

digits 0 and 1, respectively. The information in  an S
signal is essentially in the frequency of the signal. Tnsz
binary FSK waveform is a continuous phaze canstant envelope
FM waveform. The Lotal phase function appears as shown 1n
Ffigl?1, with the zero-crossing noted. The time appear will
hie equally spaced for each binary signaling scheme.

8n
Tt
() o
57
4r
3n
2n

T

0 ] L
T1 T2 T3 T4 T5 £6 T7 1@ T

Figl8l: Total Phase versus Time for FM

10 time

8n
7n

¢it)

\

Q T, T, T, T, T_ T T T T T
1 2 3 4 5 & 7 8 b 10

time

Figl?1: Total Phase versus Time faor FSK

The algorithm adopted here tor identification 1is the
least-square approximation. FiglL101 illustrates the
experimental results aobtained. FigLl1ll shows the flowchart
for modulation identification.
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Digitize the I.F.
waveform
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Compute the Zero-Crossing
of the RZ waveform

]

A

Extract the new zero-
Pattern of the waveform

h

Retrieval of the stored
2ero-Pattern for each
kind of modulation

g

Compare the new Zero-
Pattern with that stored
in the disc

5

dn

1'

yes
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Put the decision
result

END
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Figl11l: Flowchart for Modulation Identification
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. ASK MODULATION/DEMODULATION BY ZERD MANIPULATION:

Another contribution presented here is a methadolagy for
affecting different modulation/demodulation schemes using zerao
manipulation.

The process of demodulation can be affected in an inverse
manner by deleting/or adding the zeros of the carrier waveform
and real-zero interpolating the resulting zero sequence. Fig
[12] illustrates the methodology and results obtained for
demodulating ASK -modulated signal. The figure is configured
in a manner to illustrate the possibility of incarporating
such methodology in the design of Modems for  data
transmission.

(8)

(2 |

¢z UL AR ‘Wm T m (7)

(47 111 1 '_w (_ o)

(57

(1) Binary pequence,l2) Carrtor wave, (33 Real zero
(4> Delated Zaros, (3> RSK aipnal
(62 ASK mignal, (?) Real Zaros, (8), Binary Sequesnce

Figl12l: Zero—Based ASK MODEM operation

4. CONCLUSIONS:

' -

The authors wish that they have succeeded in showing the
potency of zero-based techniques in a wide variety af
applications. The success in introducing a computer—based
version of the RZI may open the door easily implementing
schames which could otherwise be very complicated and
cymbersome. It is left to the reader to evaluate the impact
af Fhe ideas presented  here far. automatic demodiilation of
il Ea e led ol La bl slyinials wwl bhiout Lhie deed tor disiaal

Cwwitching of a modulation type switch) or the presented

methodologies for encryption/decryption of analog and digital

data. In a future work ,the authors wish to attempt detailed ]

comparative evaluation of these ideas.

e e

tvs  h
MBS, pZ SN

T



I g
COM=3 557
e eeiioesil)

r

5-

FOURTH ASAT CONFEREWNCE

14-16 May 1991 , CAIRO

REFERENCES:

£11l

L21

[31

€41

LSl

L&l

Nabil M. El-Nady and Emmanoel 8. Hanna,"Application
aof Zero-EBased techniques for the Generation and
futomatic Identification of Communication Signals,"
Processing of the seventh NMational Radio Science
Conference, 20-22, Feb. 1%70.

G.D. Ewing and J.F. Taylor, " Computer Recognition of
Spesech using Zero-Crossing Information,"” IEEE Trans.
Audio Electro-acoust. vol. AU-17. pp.37-40, Mar , 1769,

Russel J. Nieder john and Philip P. Stick," A
Computer Inter—fase for Efficient Zero—-Crossing
Interval Measurement", IEEE Trans. on Computers,
March 19735.

Aristides A.6. Requisha, " The Zeros of Entire
Function: Theory and Engineering Applications, "
Froc. of the IEEE vol. 48, no.3.

F.E. Bond, and C.R. Cahn, " On Sampling the Zeros of
Bandwidth Limited Signals, " IRE Trans. on Inf.
theory, p. 110, Sep 1938.

Herbert B. Voelcker, " Zero-Crossing properties of
Angle-Modulated Signals,” IEEE, Trans. on comm. June
1972,p. 307.

1



	Page 1
	Page 2
	Page 3
	Page 4
	Page 5
	Page 6
	Page 7
	Page 8
	Page 9
	Page 10
	Page 11
	Page 12
	Page 13
	Page 14
	Page 15

