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4- 	ABSTRACT 

Identification of the type of modulation of an intercepted 
communication signal out of the vast hierarchy of possible 
modulation types is fundamental before advising a suitable 
type of demodulator. This process is usually manual. In this 
paper, a new methodology is suggested-  and validated (via 
computer simulations) for automatic identification of the 
modulation type (analog and digital) of intercepted 
communication signals[1]. The methodology is based on 
zero-based representation of signals and utilization of new 
algorithms for such identification. Another contribution 
presented in this paper is a novel ASK modulation and 
demodulation scheme utilizing zero-manipulation. 

Zero-crossing analysis describes any of several techniques 
which make use of information pertaining to the locations in 
time of successive zero-crossings of a time waveform. Such 
techniques have found applications for several signal 
processing and pattern recognition tasks. Some of these tasks 
include: speech analysis and recognition [2], communications 
applications [33,...etc. Each of these applications has its 
specific features regarding the nature of the zero-crossing 

" data measurements and the features extracted from such data, 
Someapplications utilize the number of zero-crossings, the 
other may count the time interval between successive zeros. 

In this paper we shall try tg extend the prowess of 
zero-based representations to cover important utilities in 
the field of identification of unknown modulation of 
intercepted signals. Further, a novel modulation scheme, based 
on manipulating the zeros of the base band and carrier 
waveforms, is illustrated. This scheme has been mathematically 
and experimentally verified to emulate most analog and digital 
modulation 
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2. FUNDAMENTALS OF ZF_Feti-BASED REPRESENTATION OF SIGNALS: 
	1 

Thie subject warrant a due introduction owing to the fact 
that thee& techniques have not 
due to the special mathematics 
functions) and also to the 
inter.peleing (reconetrusting) 
zero-cree..:ngs. In this paper 
illsstree'en 	zero-based tec.fie 	by displays 
of aetual :i. qHai a generated aec p:ecessed by the 	authers by 
configurieo. 	the 	Hewlett 	Pe...He:4rd 	er-t3'231D 	Ligitizing 
Oscillosceee or 	:e HP 5182 	aveform FZecorder under the 
ceIntrol of the HP%836CU Computer. The authors developed the 
software to affeet all the displaied signals illustrated in 
this paper. 

A hande7imnted e-Oleal can 	ecty esented by a set of 
amplitude emple values tefen at NyquIst rate. yet another way 
of represehtlng srah signals is by means of their real and 
complex zeros [4]. A zero-based representation As shown to be 
valid for band-limited signals which is usually the case of 
interest. The real zeros of the weeieform are its conventional 
zero axis erossings and are to determine using the 
following relationship. 

z 	) El-sgn(sk,t) * sgniar)1/2   ( 1 ) 

eel 

Where ee the number of samples 
sk  is 4he digitized input of samples, 

Usually, the complex zeros are not e asy to identify, except 
through a numerical factorization of a trigonometric 
polynomial An alternative procedure is to preprocess the 
signal prior to the zero extraction by means of an invertible 
transform which converts all the complex zeros into 
first-order zeros. 

A hand-limited (BL) signal s(z) is an entire function 
(EIF)[5] -functions that are analytic over a complex plane are 
called entire funetion:5, BL signals are EF's beeause their 
Fourier transforms have bounded support (by definition). 
Similarly, the impulse reaponse of e tL. channels and systems 
are entice); 	ean be described by-  the location of its 
zeros 

s(z) - s(o) n 	- 	)   ( 2 ) 

of 

wherezetfilu:a complex variable whose real axis 
coincides. with the real time axis 	siz) along the real axis j 

been vary current until lateley  
(mainly the theory of entire 

-roblematics 
virtue y 	of :enal 	its 

ehail otroduce a brief 
Hes exemplified 
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coincides with s(t) ). z
n is the location of the nth zero. The 

time waveform wholly real-zero band-limited signal s(t) 
corresponding to eqn(2) can be expressed (37 as 

2M 

S(t) = A * 11 sin C -2  (t - t
n
)]   (3) 

n=i 

where A is a scale factor. 

Eqn(3) was utilized to affect reconstruction of the 
band-limited signal shown in the first trace of fig[1]. The 
second trace displays the hard-limited signal of the first 
trace. The third trace displays the real zeros of the signal, 
which can be extracted from eqn(1). 

In all our experimentation, the numbif of samples was 
chosen to be 400 (for due consideration to anti-aliasing). 

Eqn(3) was utilized to reconstruct the signal (see the 
fourth trate of fig[1]). 

Figt1)* Waveform Regeneration 

2. MODULATION IDENTIFICATION METHODOLOGY BASED ON 

ZERO-PATTERN CHARACTERIZATION* 

Seqmen4inp an input intercepted communication signal into 
Limu wihUOWt* vvilk-uatpdwviluw 	1.Aty‘. ikuthlivAr ul 

of thw loWest frequency present; corresponding to a sufficient 
sample SO4(34 9 enables us to correlate Vie time•dependence of 
the IIIR,Lyr of intercepted zero-crossings with the type of 
m.11;1 	.. oh. 	 J. 
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the typo of 1 
cEk3:zulai-:Thn 	 and will always 
tgL) sioiot 	prsaiilLnt imw.Drinc in both civil and 

.1a,Lticri tn 	.thors wish to 
nn 	 methodological 

handed-over to 
 -Ici -r2r-  described in the 

caaracterizing the type 
of mE;dula'J:lo 	 with a pattern . 
stwad lo 	 this moshe affectiVe switching 

atEppmatically affected. 	Fig 
U.2. J 	t!,A,• 	 configuration which 
may affect automatic domoduistioo 	un -. 	interceptions. 

Antenna 

1 	
7.F. 

• 

Diditizer . 

HP-IE 
Switching 

d:odulati7,--  
0 kald 	6= 

Eig,t2E1 

Dinck Pdagram of Automatic Demodulation of 
Interraptions. 

In ordao to 	per- im:intliy. 	tiic concept illustrated 
above, tho fodlewing p -ccCddra 	,,Jic.thals were adopted: 

(a) - 	wid cii y known 	1 a 	ad al og and 	digital 
t.i wavefoimisf.4.1 have cien computer-simulated, 

r 2 ero - crossings pr- L:cs2d in the described 
mar and thE identificatiEh "feature" extracted 5 
ntr, 1 y 	tha 	zero-pat tar r 	timE 	course. 	Fig[3] 
ii 	3t.r on the results obtEineJE13. It is clear from 
tho differant processed modhlation types (both analog 

rn digitl) that a unique taro-pattern is associated 
oncn modulatiwn type, hhlesa in some situation 

t.11 havc. similar zero-patterns. A library of 
Ere-pattern displays corrospooding to each modulation 

typ 
 

thus constructed arid stored. Fig[4] shows the 
floi:Lhart rebresentig developed program. 

L 

1:h)- Th. ra1. HtilyLEptd 	,5ignal is first 
oat .in the r- 4.ilevnt. zero-pattern as 

!. 	 ht‘ 	di  

normlizu.;71 t,.;1 	fr•quency as thu 
psttern. i.e. the 	1.F. frequency. The 

7GAL".  locations of ihe roceld waveform are sufficient 
tu prtl.:syvo all the informaLleo 20:wdt the input signal J 
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Receive the communication signal 
for each kind of modulation 

under examination 

t 
Digitize the IF waveform 

I Compute the Zero-Crossing 
of the waveform 

i. 
Extract the new Zero-Pattern 
for each kind of modulation 

Store the Zero-Pattern 

t 
(END) 

FigE47: Flowchart Representing the Zero-Pattern 
for standard types of Modulation 

(c)- The identification is affected automatically by 
comparing the interception zero-pattern display with 
the corresponding zero-patterns of the constructed 
modulation-type library in step (a). 

A proposed algorithm was used to distinguish between 
similar zero-patterns for the different types of 
modulation, and this was done as follows; 

(1) AM and SSB Recognition; 

When the proposed zero pattern represents AM or SSB 
modulation, the received waveform applied automatically to 
the FFT subroutine to illustrate the spectrum of this type 
of modulation. as shown in figE5]. A level crossing rate is 
applied to this spectrum provides additional information 
which when combined with zero-pattern gives a correct 
decision. as shown in figC513]. 

L 

1 
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Fig[5]: AM and SSB Recognition 

(2) DSB and PSK Recognition; 

For some kind of traffic with DSB modulation and some 
different sequences with PSK, these two kind of modulation 
may they have the same zero-pattern as shown in figE63. In 
order to distinguish between them we measure the maximum 
value v 	of the I.F. waveform and the minimum value v . Wax 

min 
at a point equal to interval At, where 

Figtelt ABS and PSK Recognition 
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At f t n 	n +--) 
	 (4) 

and tn 
is the position of the zero—crossing when the 

waveform change its phase, then 
v max 

IF v = 

	

	 >>1 then the modulation is DSB 
v min 

and 

IF v = approximately 1 then the modulation is PSK 

because v have a greatest value when DSB signal is 
received and have a lowest value when PSK signal is 
received. (see fig.(6)). 

(3) FM, FSK, and phase Modulations; 

Analysis of the waveform of an FM signal, at the 
receiver I.F. frequency. should indicate the frequency of 
the waveform changes with the modulation. For the FSK, the 
traffic will cause discrete changes in frequency. However, 
the phase modulation has a similar characteristic. Thus for 
linear FM, the waveform alone does not always correctly 
show the type of modulation. FigEn shows FM, FSK, and 
Phase modulations, all the types of modulations have 
similar waveform, and hence, identical zero=patterns. In 
order to distinguish between them we make the following 
proposed; 

L 
	FigE73: FM, FSK, and Phase Modulations 
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For the FM waveform, tAe carrier's frequency is 
maximum at the peak of the modulating time waveform. 
Additionally, the FM carrier's frequency is a minimum at 
the valley of modulating waveform. For PH, the carrier' 
frequency is greatest when the rate of change of the 
modulating waveform is increasing at the greatest rate, and 
is lowest when the rate of change of the modulating signal 
is decreasing at the greatest rate. For a standard sine 
waver  the greatest positive change of a signal occurs when 
the waveform crosses the zero-axis, going in the positive 
direction. Thus, the expected frequency changes of the 
carrier should peak at this time. Likewise, the modulating 
sire wave has its greatest negative going change when 

it is at the zero axis, traveling in the negative direction, 
this where the carrier frequency should be at its 

lowest t.requency value. 

Angle modulated signals have the general form 

	

X
c(t) = Ac cos(Wct + p(t)) 	....(5) 

where A
c and We are constants and the phase angle o(t) 

is a function of the base band signal X(t). We can express the anqle modulated signal as C63 

X (t) 	
As sin(Wct + hp  X(t)) 	for FM 

„CIS) Ac sin(Wct + Kf 	X( )dr) for FM 
-0 

The relationship between the amplitude of the 
normalized modulating signal g(C and any two successive 
zero-crossing instants 	and 	of the modulated FM 
carrier 

t 
Yrm (t) 	Ac  in CWrt + AWf X(u)du 

0 
ran he easily shown to be given by 

t. 
W ( tii 	_ I ) + AW f X(t)dt = n 

t 

the function of Eqn.(q) has zeros when 

t(t) = Wt + '(t) = an 	n 	0, 

For an F1 signal *  the - total phase_ 0(t) must be 4 
monotonic increasing function in order that the 
instantaneous frequency be Positive From figC73, the total 14114*@ function appears as; shown figt$3, with the #oro-trniAtinti) noted. Note' that, thin zero-crossings 
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r 
correspond to the times shown (labeled T1 through T10).  For 

frequency-modulated waveform, the times will not be'qually 
spaced[7]. 

In the binary FSK signaling scheme, the waveforms 

S1(t) = A cos(wc
t - wdt) 	and 

S (t) = A cos(wct 	wd
t) 	are used to convey binary . 

digitS 0 and 1, respectively. The information in an FEiK 
signal is essentially in the frequency of the signal. The 
binary FSK waveform is a continuous phase constant envelope 
FM waveform. The total phase function appears as shown in 
fig[9], with the zero-crossing noted. The time appear will 
he equally spaced for each binary signaling scheme. 

T
1 T2 T

3 
T
4 
T5 T6 	T7 T8 T9 T10 	time 

FigE8): Total Phase versus Time for FM 
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7n 
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4n 

2n 

ln 
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FigE9l: Total Phase versus Time for FSK 

The algorithm adopted here for identification is the 
least-square approximation. Fig[10] illustrates the 
experimental results obtained. FigC11] shows the flowchart J 
for modulation identification. 
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Receive the communication 
signal under examination 

Digitize the I.F. 
waveform 

Compute the Zero-Crossings 
of the RZ waveform 

Extract the new zero- 
Pattern of the waveform 

Retrieval of the stored 
Zero-Pattern for each 
kind of modulation 

Compare the new Zero-
Pattern with that stored 

in the disc 

Put the decision 
result 

Figtll3I Flowchart for Modulation Identification 
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I 	

Measure the spectrum 
of the waveform 

Compute the threshold 
leve“tr), of the spectrum Measure the zero-

crossings time 
.occurrences • 

IF tr> 
reference 

number 

The decision 
is HS 

The decision 
is AM 

zeros 
equally 
paced 

The decision 
is FSK 

The decision 
is FM 

yes 

I 	 

Compute the Max. and Min, values 
of the waveform through a window 
of the waveform when the phase 

changes 
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3. ASK MODULATION/DEMODULATION BY ZERO MANIPULATION: 

Another contribution presented here is a methodology for 
affecting different modulation/demodulation schemes using zero 
manipulation. 

The process of demodulation can be affected in an inverse 
manner by deleting/or adding the zeros of the carrier waveform 
and real-zero interpolating the resulting zero sequence. Fig 
[12] illustrates the methodology and results obtained for 
demodulating ASK -modulated signal. The figure is configured 
in a manner to illustrate the possibility of incorporating 
such methodology in the design of Modems for data 
transmission. 

(1) Dlnary eequenee,C2) Carrier was/8,(2) Real zero 

(4) Deleted Zaroe,(1) R6K 64661 

(6) MOK signal, (7) Reel Zeros, CBI, Binary Sequence 

Fig[12]: Zero—Based ASK MODEM operation 

4. CONCLUSIONS: 

The authors wish that they have succeeded in showing the 
potency of zero-based techniques in a wide variety of 
applications. The success in introducing a computer-based 
version of the RZI may open the door easily implementing 
schemes which could otherwise be very complicated and 
ctelbersome. It is left to the reader to evaluate the impact 
clF 1hp iriv,Ac-, pr17-r:pntrA h$=ro fnr :410- nonf- ir Hictmoriol,mitinn of 

LummwilL.Liut■ = lyir>15 kwiLltuul lh‘z,  iiuw.ti tut 
switching of a modulation type switch) or the presented 
methodologies for encryption/decryption of analog and digital 

L data. In a future work ,the authors wish to attempt detailed 
comparative evaluation of these ideas. 

1 

J. 
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