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Means of Protecting Cyber Security:
A Jurisprudential Study based on Islamic Heritage and
Contemporary Systems
By Adel Mousa Awad Gaballah,
Department of Sharia, College of Shari’a and Islamic Studies,
Umm Al-Qura University, Makkah Al-Mukarramah, KSA.
Department of Jurisprudence, Faculty of Islamic Studies for
Female Students, Suhaj, Al-Azhar University, Egypt
amgaballa@uqu.edu.sa & adelmusa.79@azhar.edu.eq
Abstract
The study aims to identify the means of cybersecurity protection,
which help in combating electronic attacks, prevent data
breaches and information theft, enhance human security in its
various political, economic and social dimensions, and protect
vital state facilities from all aspects of the illegal use of
communication and information technology. Also, cybersecurity
aims to preserve the system of values and ethics in society
through the application of legal preventive or penal measures.
The research includes an introduction, a preface, and two
sections. The introduction deals with the concept of
cybersecurity, its importance, and its goal. The first section deals
with preventive means of cybersecurity, which includes providing
the necessary technology to protect digital information, and
enacting the necessary legislation to confront cyber crimes. The
second section deals with the penal means of cybersecurity, the
most important of which are: controlling and confronting all
types of cyber crimes, destroying suspicious websites, and
punishing perpetrators of cyber crimes.

Key words: means — protection — security — cyber — study —
jurisprudential — Islamic heritage.
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