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Abstract

The last decade revealed that modern technology has led to several
phenomena of misuse of cyberspace occurrence such as the use of children
in pornography and stealing the identity of persons, and the most negative
effects of modernity in this context, the phenomenon of cyberbullying,
which resulted in aggravation resulting from the expansion of the the use of
modern technology, especially the internet with the attendant damage, to the
emergence of the importance of criminal law as the most appropriate way to
combat this phenomenon and protect the community from the dangers. As a
result, the public grabbing these negative modern technology impacts began
legislator in many countries of the world in Comparisons and legislative
texts to criminalize the types of cyberbullying. this researcher is seeking in
the context of this study to reflect the definition of the crime of

cyberbullying, as well as approaches and strategies adopted by the

legislature in comparative law to counter this phenomenon developed.
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(1) See Reno v. A.C.L.U,, 521 U.S. 844, 870 (1997).

(2) See Corinne David-Ferdon & Marci Feldman Hertz, Electronic Media, Violence and
Adolescents: An Emerging Public Health Problem, 41 J. Adolescent Health S1, S5 (2007)
(noting that many risks come along with the "tremendous positive social and learning
opportunities" created by electronic media).
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(1) John D. & Catherine T. MACARTHUR FOUND., Living and Learning with NewMedia:
Summary of Findings From the Digital Youth Project 2 (2008).

http://www.macfound.org/atf/cfl {BO386CE3-8B29-4162-
8098E466FB856794}/DMLETHNOGL2PGR.PDF (recommending that adults "facilitate
young people's engagement with digital media"to develop necessary social and technical
skills).
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(1) See H.R. 1072, 86th Gen. Assem., 2007 Reg. Sess. (Ark. 2007) (acknowledging
thatcyberbullying is a growing problem due to increased student access to the Internet);
SHAHEENSHARIFF, Cyber-Bullying: Issues and Solutions for the School, the Classroom
and the Home45, tbl.3.1 (2008) (displaying transnational data on technology and stating that
91 percentof Americans age 12-15 have Internet access).

(2) See Corinne David-Ferdon & Marci Feldman Hertz, Electronic Media, Violence and
Adolescents: An Emerging Public Health Problem, 41 J. Adolescent Health S1, S5 (2007)
(noting that many risks come along with the "tremendous positive social and learning
opportunities" created by electronic media).
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(1) Christopher Maag, A Hoax Turned Fatal Draws Anger But No Charges, N.Y. TIMES, Nov.
28,2007, at A23.

(2) MySpace is an online forum for social networking through which people can communicate,
either privately or publicly. Members create profile pages where they can upload images,
messages, and videos to share with others on the Internet. For the MySpace terms of use,
visit.
http://www.myspace.comlindex.cfm?fuseaction=misc.terms.
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(3)Id.
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(2) See, e.g., Maria Elena Baca, Cyberbullying: Technology Gives Teens Myriad of Ways
toTorment their Peers, BUFFALO NEWS, Mar. 26, 2007, at C1 (mentioning several cases of
cyberbullying, including that of David Knight of Burlington, Ontario who resorted to
homeschooling for the remainder of his high school education after an incident of
cyberbullying); Molly Walsh, Teen's Suicide Stirs Family to Action, BURLINGTON FREE
PRESS, Mar. 23, 2004, at Al (discussing family reaction to suicide of Vermont teenager
Ryan Halligan following onlin harassment). For an overview of the forms of cyberbullying,
including flaming, harassment, denigration, impersonation, outing, trickery, exclusion, and
cyberstalking, see Nancy Willard, Educator's Guide to Cyberbullying and Cyberthreats
(2007).

http://www.cyberbully.org/cyberbully/docs/cbcteducator.pdf.

(3) See, e.g., Children's Online Privacy Protection Act of 1998, 91 U.S.C. §§ 6501-6506 (2006)
(creating special protection for online personal information about children under the age of
thirteen); Keeping Children and Families Safe Act of 2003, Pub. L. 108-36, § 121, 117 Stat.
800 (2003) (amending the Child Abuse Prevention and Treatment Act to renew and
strengthen programs to reduce child abuse and neglect).

(4) National Crime Prevention Council - Newsroom, Bullying Beyond the Playground: New
Research Says 43 Percent of Teens Have Been Victimized But only One in Ten Tell Their
Parents, Mar. 6, 2007,

http://vocuspr.vocus.com/VocusPR30/Newsroom/Query.aspx?SiteName=NCPCNew&Entity
-RAsset&SFPRAssetPRAssetlIDEQ=99308&XSLPressRelease&Cache=.
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(1) ROBIN M. KOWALSKI, SUSAN P. LIMBER & PATRICIA W. AGATSTON,
Cyberbullying: Bullying in the Digital Age70-79 (2008) (summarizing findings of major
investigations on the prevalence of cyberbullying); SHAHEEN SHARIFF, CYBER-
BULLYING: ISSUES AND SOLUTIONS FOR THE SCHOOL, THE CLASSROOM AND
THE HOME, op. Cit., at 70-72 (discussing the rise of Internet use and cyberbullying in
America); Jaana Juvonen & Elisheva F. Gross, Extending the School Grounds?-Bullying
Experiences in Cyberspace, 78 J. SCH. HEALTH 496, 497 (2008) (expressing concern over
the sharp rise in reported incidents of cyberbullying).

(2) David-Ferdon & Hertz, Electronic Media, Violence and Adolescents: An Emerging Public
Health Problem, op. Cit., at S2.

(3)Memorandum from Amanda Lenhart on Cyberbullying and Online Teens to PewlInternet &
American Life Project (June 27, 2007), available at :

http://www.pewinternet.org//media//Files/Reports/2007/PIP%20Cyberbullying%2OMemo.pdf

(announcing results ofstudy based on a telephone survey of 935 teenagers and focus groups).
The study also reportedthat bullying still occurs more often offline than online. Id.

(4) Juvonen & Gross, ROBIN M. KOWALSKI, SUSAN P. LIMBER & PATRICIA W.
AGATSTON, Cyberbullying: Bullying in the Digital Age, op. Cit., at 502 (indicating the
underreporting of cyberbullying by victims).
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(1) Broderick, R).2013 ,September 11).9 teenage suicides in the last year were linked to cyber-
bullying on social network ask.fm.BuzzFeed.Retrieved from http://www.buzzfeed.com/
ryanhatesthis/a-ninth-teenager-since-last-september-has-committed-suicide
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(1)"cruel[ty] to others by sending or posting harmful material or engaging in other forms of social
aggression using the Internet or other digital technologies.", NANCY WILLARD,
EDUCATOR'S GUIDE TO CYBERBULLYING AND CYBERTHREATS (2007).

http://www.cyberbully.org/cyberbully/docs/cbcteducator.pdf.

(defining cyberbullying to include many forms, such as flaming, harassment, denigration,
impersonation, outing, trickery, exclusion, and cyberstalking).

Y1



)b ol Apilindl sy pirill b Vdg Al I hiill 6 LalA) dliall Aaalgoll

L ol AL U el ez YU i) 5l il S Ollast (6 Sl ledle 5 |
B S Sl delam VI Blwadl 5T Slamedl G & pew pdge dbary doedll
e LIS ULl Ja5s Olas guasdl Lan dl 5T UL G| oy sl
AN e Bladly ¢ o iniy jasedl drew 4 9i5 Ol ki Ul el Lel
w2, O ol e SO Yl e b pasds Je oWl i e et Of (S
g ) S 50 g A5 im0 a3 5Ll 5T an SG 1 Y1 ) ST 05 Y
Y350 i 5T 4 gtald (ST s domal) & pa iy

UL e assl OF @itV e caindly Lladl de o OS5 5ed o Kay LS
Jondl OG5 Jyall Olges dmedll adsdl ooV Gll3 s Lleil) asetll
Sl sLi]s doedll duaseds Lo Il 550 51 Slazadl @ ¢ dujaall
mj,:@.:dbamwpauw,;ww\c;ydw\,;ug\jo@ujwj
oS O o Y e Gy el B S G o g 5T e & Sl w0 31

& gaminy o n s 3 Go SOV Llodll llaas OF (553 Wb G Lo ploxr (e
o) YT Gagans A GV 5l BaLasdl o B o sy G5l
oo B3datedl ) el odigd Al dgrl yodl Blaiil Ol cade pomald (g gmall 515090 S
Gl Bl s o s iy S Aol pellaas o Lgmar 2t ol 2 Y1 L)
oo e s AN elase N pn B faid

YV



JoVl ejnll—Ugilillg $aladl aa=ll

odWl uliholl
IorLAI b Ll 6rals GUaj

Ol Sl M GlasVI IS e bl s G5 ASIYT bl 3,8l cSlS 13)
I3 ol etlls a2 ol ol 8o o SV on ale By (el Yl s L)
il ) il Lo e iy o) U 1500 g et 01 3N

a5 4130 e G AN Ll Slangd Gasetdl 5 a5 0B (I Ly
i) Sl ) ilzies o Ul S5 s e Lty Dol B g Gl O S
ozl edg) Lablall o) OF L .7 S1,oN1 o) s o LaT S5 ¢ asill
(4, N1 a5 e lam VI Yleal sl a5 OF Sy

B QUL e amn ¥ w5 Y1 e laledl dnyles 0L J i)l Sy U3 e
Sl e ety Sy Taleald Al ) gl el Gy (Ll oAl oty
U5 oo 31l ele N ) Cmy 55 B 5Lty 31 (g Do 055 A1 & ol AN
Jo&5 o o> tcyber harassment 51 cyber stalking mlavass Ul Je ol

(1) Matthew C. Ruedy, Repercussions of a MySpace Teen Suicide: Should Anti- Cyberbullying
Laws Be Created?, 9 N.C. J.L. & TECH. 323, 331 (2008) ("Cyberbullying has generally been
associated with the victimization of minors, yet the term has evolved to include adults as
well."); Larry Magid, Fine Line Between Bullying, Free Speech, SAN JOSE MERCURY
NEWS, Jan. 28, 2008 (reporting that the most cyberbullying consists of teenagers victimizing
other teenagers). Some scholars differentiate peer-to-peer cyberbullying and antiauthority
cyberbullying. Both are significant, although this note will focus on peer-to-peer bullying
among youth. See Shaheen Shariff, Cyber-Bullying: Issues and Solutions for the School, the
Classroom and the Home, op. Cit., at 194 (classifying two types of cyberbullying: cyber-libel
andcyber-insubordination) 34.

(2) Sameer Hinduja & Justin W. Patchin, Cyberbullying Research Summary: Emotional and
Psychological Consequences (2007).

http://www.cyberbullying.us/cyberbullying-emotionalconsequences.pdf.
(3) 1d. at 1-2.
(4) 1d. at 2.
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(1) See National Crime Prevention Council, Cyberbullying: A Public Advertising
CampaignAimed at Preventing Cyberbullying.

http://www.ncpc.org/newsroom/current-campaigns/cyberbullying

(listing examples of common victim reactions to cyberbullying).

(2) See Ross, P.N. (1998). Arresting violence: A resource guide for schools and their
communities. Toronto: Ontario Public School Teachers 'Federation.
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(1) Cara J. Ottenweller, Cyberbullying: The Interactive Playground Cries for a Clarification of the
Communications Decency Act, 41 VAL. U. L. REV. 1285, 1294 (2007 (discussing why
cyberbullying is often worse than offline bullying); David-Ferdon & Hertz, Corinne David-
Ferdon & Marci Feldman Hertz, Electronic Media, Violence an Adolescents: An Emerging
Public Health Problem, op. Cit., at S3 (calling for more research attention directed toward
"how some of the unique elements of new media technology may contribute to or compound
the negative impact of victimization and increase the likelihood of perpetration™).

(2) See Act 115, H.R. 1072, 86th Gen. Assem., 2007 Reg. Sess. (Ark. 2007) (recognizing that
"cyberbullies feel protected by anonymity"); Shaheen Shariff, Cyber-Bullying: Issues and
Solutions for the School, the Classroom and the Home, op. Cit., at 32-33 (explaining how
Internet anonymity facilitates cyberbullying).
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(1) Shaheen Shariff, Cyber-Bullying: Issues and Solutions for the School, the Classroom and the
Home, op. Cit., at 33 (noting the "wide audience" of cyberbullies).

(2)Thomas J. Billitteri, Cyberbullying: Are New Laws Needed to Curb Onlin Aggression, 18 CQ
RESEARCHER 387, 388 (2008) (reporting that social-networking sites make cyberbullying
easier and more dangerous).

(3) The Dirty:http://thedirty.com/

(4) See, e.g., id. (enabling visitors to click on categories such as "cities" and "colleges" to easily
locate "the dirt" in their area).

(5) Shaheen Shariff, Cyber-Bullying: Issues and Solutions for the School, the Classroom and the
Home, op. Cit., 14, at 34 ("[O]nline communications have a permanency and nseparability
that are very difficult to erase.").
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(1) See Megan Meier Cyberbullying Prevention Act, H.R. 6123, 110th Cong. (2008) (listingthe
psychological harms and negative impacts of cyberbullying); KOWALSKI, Cyberbullying:
Bullying in the Digital Age, op. Cit., at 85-86 (discussing the effects of cyberbullying and
comparing them to those of traditional bullying).

(2) Baca, Maria Elena Baca, Cyberbullying: Technology Gives Teens Myriad of Ways to orment
their Peers, op. Cit., at CI (highlighting the grave consequences of cyberbullying including
suicide).

(3) See, e.g., CyberBully Alert.
http://www.cyberbullyalert.com/blog/2008/10/stories-ofcyber-bullying/
(Oct. 13, 2008, 8:52 PST).

(4) Leslie A. Pappas, High-tech Harassment is Hitting Teens Hard, PHILA. INQUIRER, Jan. 2,
2005, at Al.

(5) Suzanne Struglinsky, Schoolyard Bullying Has Gone High-Tech, DESERET NEWS, Aug. 18,
18, 2006, available at:

http://www.deseretnews.com/article/1,5143.645194065,00.html.
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(1) Naomi Harlin Goodno, Cyberstalking, a New Crime: Evaluating the Effectiveness of Current
State and Federal Laws,, op. Cit., at 157 (noting the importance of updating laws to keep pace
with technology); Christopher E. Roberts, Is My Space Their Space?: Protecting Student
Cyberspeech in a Post-Morse v. Frederick World, 76 UM.K.C. L. REV. 1177, 1181 (2008)
(observing that "[s]tudent cyberspeech is an area where the law has not effectively caught up
with technology"); Matthew C. Ruedy, Repercussions of a MySpace Teen Suicide: Should
Anti- Cyberbullying Laws Be Created?, op. cit., at 345 ("Legislators should be cautious in
deciding to create anticyberbullying laws, and should take care not to overstep the bounds of
the First Amendment."); Joel Currier, Cyberbullying: A Looming Issue Everyone Agrees
Something Should be Done About it. But the Problem is Global, Not Local,, op. Cit., at Bl
(reporting that "[l]egal experts warn against an emotionally driven response to Megan
[Meier's] death" due to First Amendment concerns).

(2) See Chaplinsky v. New Hampshire, 315 U.S. 568, 571 72 (1942) (recognizing narrow classes
of speech the state can regulate without First Amendment conflict).

(3) 1d. at 572.
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(1) Gerald Gunther: Op.Cit, p.722 .
(2) Gerald Gunther: Op.Cit, p.722,723 .
(3) New York V.Ferber, 458 U.S 747 (1982) Gerald Gunther, pp.792-796.

(4) The twenty states are: Arkansas (ARK. CODE ANN. § 6-18-514 ( 2007)); California (CAL.
EDUC. CODE §§ 32260-96 (2002)); Delaware (DEL. CODE ANN. tit. 14, § 4112D (2007));
Florida (FLA. STAT. §1006.147 (2009)); Idaho (IDAHO CODE ANN. § 18-917A (LEXIS
through 2009 Reg. Sess.)); Illinois (720 ILL. COMP. STAT. ANN. 5/12-7.5 (LEXIS through
2009 Sess.)); Indiana (IND. CODE § 20-30-5.5-3 (LEXIS through 2009 Ist Reg. Sess. &
2009 Spec. Sess.)); lowa (IOWA CODE § 280.28 (LEXIS through 2008 legislation)); Kansas
(KAN. STAT. ANN. § 72-8256 (LEXIS through 2008 legislation)); Maryland (MD. CODE
ANN., [Educ.] § 7-424.1 (2008)); Minnesota (MINN. STAT. § 121A.0695 (2008)); Nebraska
(NEB. REV. STAT. § 79-2,137 (LEXIS through 2009 1st Sess.)); New Jersey (N.J. STAT.
ANN. § 18A:37-15 (LEXIS through 2009 legislation)); Oklahoma (S.B. 1941, 51st Leg., 2d
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Sess. (Okla. 2008) (codified as amended in various sections of OKLA. STAT.), available at
http://sde.state.ok.us/Lawl egis/RBletters/2008/Bill/SB1941.pdf); Oregon (OR. ADMIN R.
581-022-1140 (LEXIS through Or. Bulletin 2010)); Pennsylvania (24 PA CONS. STAT.
ANN. § 13-1303.1-A (LEXIS through 2009 Reg. Sess.); Rhode Island (R.I. GEN. LAWS §
16-21-26 (LEXIS through Jan. 2009 Sess.)); South Carolina (S.C. CODE ANN. §59-63-120
(LEXIS through 2009 Reg. Sess.)); and Washington (WASH. REV. CODE § 28A.300.285
(LEXIS through 2009 Reg. Sess.)). Additionally, the Governor of Michigan issued an
Executive Order creating the Michigan Juvenile Accountability Block Grant Advisory Board
to establish school safety programs, including bullying, cyberbullying, and gang prevention.
MICH. DEPT. OF HUMAN SERV., EXEC. ORDER No. 2007-46, § 3(A)(m) (2007),
available at:

http://www legislature.mi.gov/py2lnp55ctwm3lbnyeuuSkr))/documents/publicationsexecutive
orders/2007-EO-46.htm.
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(1) See Layshock v. Hermitage Sch. Dist., 496F. Supp. 2d 587, 603-04 (2007) (recognizing the
Supreme Court has not articulated a standard to judge off-campus speech); Kelsey Beltramea,
Tangled Web: Courts Conflict in Efforts to Define Schools' Power Over Online Speech,
STUDENT PRESS L. CTR., Fall 2008, at 10, available at:

https://www.sple.org/reportdetail.asp?id=1439&edition=46
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Tinker v. Des Moines Independent community School duzs O] J sall S

e ) ol 3 5o ASG Y1 Ll ZaSionedl b s a3 Jlte ol JSC5 District
el o1 g a1 1550 OOl OF (3 L2l o BB yasdss Lol L.
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(observing that the Supreme Court has never decided a case of student Internet speech and
quoting David L. Hudson, Jr., of the First Amendment Center, predicting the high court will
grant certiorari in a future case to resolve the issue).

(1) Tinker v. Des Moines Indep. Cmty. Sch. Dist., 393 U.S. 503, 504 (1969).
(2) 1d.
(3) Id. at 506-07.
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(1) "substantially interfere with the work of the school or impinge upon the rights of other
students", Id. at 509.

(2) "a mere desire to avoid the discomfort and unpleasantness that always accompany an
unpopular viewpoint", Id.

(3) As student speech jurisprudence has developed, courts have traditionally focused on the
"substantial disruption" prong of Tinker, rather than whether the speech invades the rights of
others. However, in a 2006 case, the Ninth Circuit upheld a San Diego school's ability to ban
a student from wearing a t-shirt with an antigay message, primarily based on the fact that it
conflicted with the individual rights of other students. The opinion focused on whether the
speech "impinged upon the rights of other students," rather than the more often relied upon
"substantial disruption" aspect of the Tinker standard. See Harper v. Poway Unified Sch.
Dist., 445 F.3d 1166, 1178-79 (9th Cir. 2006) (finding that Harper's t-shirt impinged the
rights of other students and that "public educational institutions need not tolerate verbal
assaults that may destroy the self-esteem of our most vulnerable teenagers and interfere with
their educational development"). The Harper case is an anomaly in the application of the
Tinker standard, under which courts usually rule in favor of speech regulation only if the
speech causes a substantial disruption to the classroom environment. See David L. Hudson,
Jr., Tinkering with Tinker standards?, FIRST AMEND. CTR., Aug. 9, 2006.

http://www.firstamendmentcenter.org/analysis.aspx?id=17253

(analyzing the "unusual application" of the Tinker standard in Harper).
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(1) Bethel Sch. Dist. v. Fraser, 478 U.S. 675, 677-78 (1986).
(2) Id. at 684-85.
(3) Id.

(4) Fighting words are "those which by their very utterance inflict injury or tend to incite an
immediate breach of the peace." Chaplinsky v. New Hampshire, 315 U.S. 568, 572 (1942).

(5) 1d. at 571-73.

(6) "a serious expression of an intent to commit an act of unlawful violence.", Virginia v. Black,
538 U.S. 343, 359 (2003). But see Ruedy, supra note 33, at 341-42(discussing the lack of a
"uniform test" for true threats and discussing the Ninth Circuit'sapproach to the true threat
analysis that considers true threats by an "objective standard" and"in light of their entire
factual context, including the surrounding events and reaction of thelisteners" (quoting
Planned Parenthood v. Am. Coal. of Life Activists, 290 F.3d 1058, 1075 (9thCir. 2002) (en
banc))). For an explanation of why defamation and libel may be inapplicable oruseless in
cyberbullying cases, see supra Part [.B.1.
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(1) Hazelwood Sch. Dist. v. Kuhlmeier, 484 U.S. 260, 273 (1988).

(2) Id. at 263-64.

(3) Id. at 271 (quoting Bethel Sch. Dist. v. Fraser, 478 U.S. 675, 685 (1986)).
(4) 1d. at 273.

(5) Id. at 271.

(6) Todd D. Erb, A Case for Strengthening School District Jurisdiction to Punish Off- Campus
Incidents of Cyberbullying, op. Cit., at 262 (stating that the case "generally is not instructive
in offcampus cyberbullying cases").
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(1)See, e.g., Boucher v. Sch. Bd. of the Sch. Dist. of Greenfield, 134 F.3d 821, 822-23 (7thCir.
1998) (allowing a school to punish a student for an article printed in an
undergroundnewspaper distributed on campus). More often, however, courts apply the Tinker
standard tounderground newspapers. See David L. Hudson, Jr., Underground Papers and Oft-
CampusSpeech, FIRST AMEND. CTR.

http://www.firstamendmentcenter.org/speech/studentexpression/topic.aspx?topic=undergroun
dnewspapers&SearchString-undergroundnewspapers (lastvisited Feb. 22, 2010) (explaining
the application of Tinker to underground newspapers).

(2) Morse v. Frederick, 551 U.S. 393 (2007); see also Roberts, supra note 130, at 1178 (analyzing
Morse as an extension of schools' ability to restrict speech "beyond the school's physical
boundaries").

(3) Morse, 551 U.S. at 397.
(4) 1d. at 398.
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(1) Id. at 400-01.

(2)Id.

(3) 1d.

(4)See Mary-Rose Papandrea, Student Speech Rights in the Digital Age, 60 FLA. L. REV.1027,
1030 (2008) (observing that in Morse, the Court "continue [d] the trend of the Court to
moveaway from the robust vision of student speech rights it embraced in Tinker").
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(1) Tinker v. Des Moines Indep. Cmty. Sch. Dist., 393 U.S. 503, 504 (1969); Bethel Sch. Dist. v.
Fraser, 478 U.S. 675, 677-78 (1986); Hazelwood Sch. Dist. v. Kuhlmeier, 484 U.S. 260, 273
(1988); Morse v. Frederick, 551 U.S. 393 (2007).

(2) Kelsey Beltramea, Tangled Web: Courts Conflict in Efforts to Define Schools' Power Over
Online Speech, op. Cit., at 10.

(3) See Brannon P. Denning & Molly C. Taylor, Morse v. Frederick and the Regulation of
Student Cyberspeech, 35 HASTINGS CONST. L.Q. 835, 837 (2008) (arguing that
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"technology has blurred the line between on-campus and off-campus speech"); Erb, supra
note 39, at 272 (opining that "the lack of a bright-line rule with which to evaluate
cyberbullying incidents has left school administrators to play a guessing game when deciding
what sort of conduct should be punished").

(1) See Layshock v. Hermitage Sch. Dist., 496 F. Supp. 2d 587, 603-04 (W.D. Pa. 2007)
(acknowledging the lack of directly applicable precedent); Markey, supra note 88, at 135
("[T]he Tinker case did not expressly extend its reasoning to off-campus student speech.").

(2) See Denning & Taylor, supra note 162, at 859 (explaining how Morse failed to clarify the
questions left unanswered by Tinker); Papandrea, supra note 159, at 1028-30 (declaring that
in Morse "the Supreme Court missed an opportunity to determine whether public schools
have authority to restrict student speech that occurs off school grounds").

(3) See Roberts, supra note 130, at 1180 (noting the possibility that the extension of school
authority in Morse to "speech that was physically off-campus" could "lay a framework for
school officials to restrict more student speech than ever before").

(4) Mary-Rose Papandrea, Student Speech Rights in the Digital Age, op. Cit., at 1030
("Permitting schools to restrict student speechin the digital media would necessarily interfere
with the free speech rights juveniles enjoy whenthey are outside the schoolhouse gates.").
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(1)See Williams, supra note 90, at 709 (declaring the need for courts to provide guidance
toschools in this area of the law).

(2) Mary-Rose Papandrea, Student Speech Rights in the Digital Age, op. Cit., at 1054 (observing
the lack of direction lower courts have regarding how to handle "student speech involving the
digital media").

(3) Layshock v. Hermitage Sch. Dist., 496 F. Supp. 2d 587, 591 (W.D. Pa. 2007).

(4) "d[id] not authorize school officials to become censors of the worldwide web.", Id. at 597.

¢



)b ol Apilindl sy pirill b Vdg Al I hiill 6 LalA) dliall Aaalgoll

it oda Cienil U5 5 ¢ "Teacher Sux" Ol g Cos qw)w\ D»J\ Oialia s Y|
ook o ekt Jo Jmandl (6 a Jlo ream by pn el T pa Ul
ol La3lis] o5 8 il oda J20 O o o 1 les - O aobodl 155 dogodl ol
g o 48 L pdol) Lblagiul OB sl 5550 pldsuial O3y sl o
Blos i Y1 e Egdoell kol U3 5 cTinker & (3 _onodl Slnodl o 01 3,5V
Dyl 351 g0 plasaly o51] 05 5 O I LS
2o gl Egtod) OF (Sbowedl am @) 3 13 @ G boe Brsls s
oany OB el oIl Bl B o) s g pekodl p ol B - e 5 Y
AL AL S5y ) s b Laslzel (g G o) 3l 8 le s ey 01 B
Lgua;@uy@ﬁy|ﬁw,ug|aﬁw\jn&ﬂ\zﬁfvﬁmglww
LY 3 el 05 g5 0 Jo ol 8 paa il 0da GlaSs L sl o )
usx“ww ool Gl sl e BN e (sbadl ool iy (g1 5 50 1
o Il e s ol 35" O e e g1 50 056 o fndl o3 Gl
sl ] 6 gz 5o 3 Lo i Bs day ¥ =i o) oSl lay by o jadl sl
ol Gaad il il wldy —UIKEYT ©ls g O el s dwsb
B > ) A g0 8y gy 4B lns a3 ) —BL LN 056 Jre — 5 ASUY Laludl

o5 Oam ) ol malonl o ol 15 el g 0310 05 () Syl e didaty o

(1) J.S. v. Bethlehem Area Sch. Dist., 807A.2d 847, 851 (Pa. 2002).
(2) Id. at 869.

(3) H.B. 486, 2007 Leg., 69th Biennial Sess. (Vt. 2007).

(4) DEL. CODE ANN. tit. 14, § 4112D(f)(1) (2007).

(5) E.g., IND. CODE § 20-30-5.5-3 (LEXIS through 2009 1st Reg. Sess. & 2009 Spec. Sess.)
(requiring the state department of education and state board to adopt guidelines for
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cyberbullying without defining the scope of those guidelines).
(1) E.g., H.B. 1072, 86th Gen. Assem., Reg. Sess. (Ark. 2007).

(2) Dep't of Educ., Other Regulatory Agency Actions, 194 Vt. Gov't. Reg. 13, 18
(2007)(recognizing the difficulty of regulating cyberbullying because "cyberbullying is more
likely tooccur off school grounds"); Erb, supra note 39, at 258 ("[M]ost of the content
produced bycyberbullying originates away from the school campus on personal computers;
however, theeffects of such content can be felt every day within the schoolhouse gates.").

(3) See David-Ferdon & Hertz, supra note 2, at S3 (noting that much "electronic aggression is
likely perpetrated outside of school hours with personal communication devices rather than
with school technology resources" even though it impacts students at school); Erb, supra note
39, at 271-72 (discussing the "loopholes available to students").
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(1) See supra notes 4-8 and accompanying text.

(2) Todd D. Erb, A Case for Strengthening School District Jurisdiction to Punish Off- Campus
Incidents of Cyberbullying, op. Cit., at 271 (explaining that "many school officials are
frustrated and left wondering what can be done to address speech that does not rise to the
level of a 'true threat'.

(3) See id. at 257-58 (explaining that "most of the content produced by cyberbullying originates
away from the school campus on personal computers," so often there is no immediate fear of
personal injury).

(4) J.S. v. Bethlehem Area Sch. Dist., 807 A.2d 847, 860 (Pa. 2002); see also supra notes 4-7 and
accompanying text.

(5) United States v. Dinwiddie, 76 F.3d 913, 925 (8th Cir. 1996).
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(1) Brannon P. Denning & Molly C. Taylor, Morse v. Frederick and the Regulation of Student
Cyberspeech, op. cit., at 844 (criticizing the material and substantial disruption standard as a
vague guidepost that fails to clarify how cyberbullying should be regulated).

(2) Mary-Rose Papandrea, Student Speech Rights in the Digital Age, op. Cit., at 1065 (observing
that "lower courts are all over the map" in their application of Tinker); Williams, supra note
90, at 721 (noting the ambiguity of the Tinker standard and lack of uniform application
among lower courts).

(3)Kara D. Williams, Public Schools us. MySpace and Facebook: The Newest Challengeto
Student Speech Rights, op. cit., at 721-22 (describing how lower courts vary in applying the
Tinker standard).

(4) Todd D. Erb, A Case for Strengthening School District Jurisdiction to Punish Off- Campus
Incidents of Cyberbullying, op. Cit., at 267-71 (judging the application of the Tinker standard
by lower courts to be overly protective of schools' ability to punish speech); Papandrea, supra
note 159, at 1067 ("IM]ost courts that apply the Tinker standard are far too deferential to the
schools' claims. . . ."); Beltramea, supra note 133, at 11 (quoting First Amendment scholar
David Hudson as saying schools "are fairly creative with coming up with different disruption
rationales").
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(1)Todd D. Erb, A Case for Strengthening School District Jurisdiction to Punish Off- Campus
Incidents of Cyberbullying, op. Cit., at 274 (reasoning that the "individualized" nature of
cyberbullying makes it less likely that such acts will "cause a 'substantial or material
disruption' to the school environment[,]" even if it causes a disruption for the particular
student).

(2) See Steven Kotler, Cyberbullying Law Could Ensnare Free Speech Rights, FOXNEWS.COM,
May 14, 2009.

http://www.foxnews.com/politics/2009/05/14/cyberbullyingensnare-free-speech-rights/
(noting that the law could be used to target online political commentators).

(3) See id. (quoting UCLA law professor Eugene Volokh on his skepticism regarding the law).

14



JoVl ejnll—Ugilillg $aladl aa=ll

53l 98 80 eIl g e SIS e (g shay Lay O LA Sl B8] ) 55k OF
= Ol NI Ol 056 e —diow L g 5 dlae 5B 1 0l gl Jadh s Lyl
S Sl il dgl e 3 5Ll Ly sl Sl e e el OF Ll ) s

3 p8ka 8 s ol ol Cudol & o oS g




)b ol Apilindl sy pirill b Vdg Al I hiill 6 LalA) dliall Aaalgoll

@U\ Giaal)

(9 ASTY) Jaleail) B U dgal gal 4y gianl) J glad
o e Ly S e WS ooy G SIY) Bl O] Ja pus
Lgzdlas Jow OF (3 AUSCiall odin dims s oLV Cradmalls s iald olsedll
LUS pde OF bl Il as o eond) T Cgiodl & (3 (g gl Gl s OF (S
NV &l bodes Lo 13) & paao 315 35 oY1 0T iy 15 alall ods £l gad Wl &Ll olay 2l
Ll i o] Jpdl ) oo 2By ASadl ol JolSis doly J> s
oo 8l el daddlas el GOl gl Sadans del] s 25 ] b 5 ASTY)
sl derlse il 8 e B el gl s s s A5 50 8 4050 dadises L)
25 Azl odg) Wl ol OF GUSI Gy (5 BT L] SLiall s iSOYI Ll
Joladl ol 14 drlonlly G1eN s (Slowodl el (3 el 5 Ayl J g (3 ey
g G oo ol Clubdl il e o4 (gu Yl Bl dsed
o Geze Il 5T Gl edn e IS 0550 O a2 (AlSCaadl adn JUT e iiienl]

el & Ollends Aol S LewY () gl olllazdl
t S il e Jloeledia ol J sl U3 e
oY) jae (g Tinker jlae po 83z Y| :JsYI NN

(G ASINT Jaledl oyl 53 (3 sranld] o il ol s £ ) Clad)

VY



JoVl ejnll—Ugilillg $aladl aa=ll

Jo¥ bt
CoiYl pas § Tinker jlse (o 83laiuY]

=25 @ oMl dalu (guas Glazy L L) & 55 1 (a8 O] I3 Sy
Ll 58l derlse G b @ A Olal ]SSl SN e il
(oSO bl Uit JBY Lo e SYI aa LA OIS Ll i3 05 SIY)
0B ¢ Y Er 5l sl Bl Gtgas G5 AN Bl 51 g8 o ans IS L5
(M3 mo s -GSV Bl ied dilsedl byl e I dloedl K25 1ol
By o JFas O ool Sy oy aS Olty a5 O ol e iy
Ll 3o b (g V)88 xS i OF oy Lplb oS Y1 e ool e Slanl) el 50
ool pe ye Wl oia
A5V el Lo, AV Gaimdl o omdliadl e ]l 3
13k 8% oW L) ZaSiomadl 0585 O = ool & > (3 Gl Lo = (S0 520l
oda (3 cduyloll ol o> Eo (Morse 428 (3 Al sdas s, Sl o el
Eadodl iy LSl talially Ghazodl gidll (o podl 5 (S EeSonodl cdadl
G ol 8 LS Y1 Ll LeSonall OF el sy 0O L wten I
ol I sl gy 88 0 pedll s a5 1A e 8 g ) 1 Bl
g B BLT 2SNy V1 ol pa el s OF Lz o5 ASOYT bl s

(1)See Sarah 0. Cronan, Note, Grounding Cyberspeech: Public Schools' Authority to Discipline
Students for Internet Activity, 97 KY. L.J. 149, 165 (2009) (describing the problem
of"inconsistent results and lack of predictability" in student speech jurisprudence).

(2) Bill Mears, High Court Hears 'Bong Hits for Jesus' Case, CNN.cOM, Mar. 19, 2007.
http://www.cnn.com/2007/LAW/03/19/free.speechindex.html?iref=newssearch.

\Al



)b ol Apilindl sy pirill b Vdg Al I hiill 6 LalA) dliall Aaalgoll

G oodas 2 3] 3y L dow OF ey el OB (6 AU e
Llodl dlie aelas lpezal o oV ezt ¥ W8 Wbl oda 3y ¢ G el
oMl B g el 3 B 3~ e Lo 4l 5 OF oSy ookl S0 5 65 ASOY!
Oy Jo bl (g sl Lot Lo ¢ ol s ke (o = pwinlll 2 ol e
g 3 pslball s W) 45 W1 B OF (el mes .0 350 51 i (550005
033 SN e o pmadl Cododl Bl go BAS e ST o) 115 (& panall AL
&) s B o
e ol o Bl 0l 0T 15 0¥ Ll eSonadl e oy (S
Losa) Ll ¥ S 0Ly Bl s mlae puolballs ¢ tedl amy o o 3 5YI
gz (Lo cazald Ol W8 3 01 0] Il (SKay (s Vg iSIY) Ll 3 ,ala)
wrl 5 A NS o ba by 5 Sl ptlly diazodl oS Y Sl o s
gl @ L SOV L) Lelam Nl oLl o b by b eoldadl L )
LaSomal) Lgid UM (e Sy Bue Dl e ¢ Jadlls ¢elgadll Gam o8 55 . 50l
Zpdodl Jslowold Jual donlne JiSo o e Tinker [las porl 5 OF &5 031 L

(1) See 20 U.S.C. § 1681 (2006) (obligating schools to prevent sexual harassment); see also
NANCY E. WILLARD, CYBERBULLYING AND CYBERTHREATS: RESPONDING TO
THE CHALLENGE OF ONLINE SoclAL AGGRESSION, THREATS, AND DISTRESS
111 (2007) (mentioning potential liability for schools under Title VI of the Civil Rights Act
of 1964 and Title IX of the Educational Amendments of 1972); Susan H. Kosse, Student
Designed Home Web Pages: Does Title IX or the First Amendment Apply?, 43 ARIZ. L.
REV. 905, 905-19 (2001) (describing the "catch-22" schools face when deciding whether to
regulate student web pages since they could face Title IX liability for failing to prevent
sexual harassment).

(2) Kara D. Williams, Public Schools us. MySpace and Facebook: The Newest Challenge to
Student Speech Rights, op. Cit., at 719 (calling for a "workable standard" for courts to judge
Internet speech).
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(1) See, e.g., Markey, supra note 88, at 132 (suggesting that the Tinker standard should only
apply to off-campus speech if the "student knowingly or recklessly distributes the speech
oncampus");Renee L. Servance, Cyberbullying, Cyber-harassment, and the Conflict Between
Schools and the First Amendment, 2003 WiS. L. REV. 1213, 1239 (proposing an "impact
analysis" under which schools may regulate online speech if (1) "both the target and the
speaker are members of the same school community," (2) the speech causes an actual or
foreseeable harm, and (3) disruption to the school's ability to educate or maintain classroom
control).
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(1) There are several current online student speech cases that could provide a vehicle for the
Supreme Court to clarify this area of jurisprudence if the parties appeal the appellate court
decisions and the Court grants certiorari. See generally, e.g., Doninger v. Niehoff, 527 F.3d
41 (2d Cir. 2008); Layshock v. Hermitage Sch. Dist., 496 F. Supp. 2d 587 (W.D. Pa. 2007).

(2) Mary-Rose Papandrea, Student Speech Rights in the Digital Age,, op. Cit., at 1032-37
(praising the benefits of technology on the "social and cultural development" of teenagers).
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(1) See Layshock v. Hermitage Sch. Dist., 496 F. Supp. 2d 587, 603-04 (W.D. Pa. 2007)
(acknowledging the lack of directly applicable precedent);

(2) See, e.g., Grayned v. City of Rockford, 408 U.S. 104, 108-09 (1972) (discussing the dangers
of vague laws that violate First Amendment interests by (1) failing to give fair notice of a
legal violation, (2) creating risk of arbitrary and discriminatory enforcement, and (3) creating
a chilling effect on expression).
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(1) Brannon P. Denning & Molly C. Taylor, Morse v. Frederick and the Regulation of Student
Cyberspeech, op. Cit., at 844 (criticizing the material and substantial disruption standard as a
vague guidepost that fails to clarify how cyberbullying should be regulated)..

(2) H.B. 486, 2007 Leg., 69th Biennial Sess; E.g., H.B. 1072, 86th Gen. Assem., Reg. Sess. (Ark.
2007).

(3) See, e.g., Saxe v. State Coll. Area Sch. Dist., 240 F.3d 200, 216-17 (2001) (invalidating an
overly broad school antiharassment policy that covered more speech than the Tinker test).
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(1) Corinne David-Ferdon & Marci Feldman Hertz, Electronic Media, Violence and Adolescents:
An Emerging Public Health Problem, op. Cit., at S1 (observing risks associated with the
"explosion of technology and its use by adolescents"); Stacy Katz Carchman, Cyberbullying:
A Growing Threat Among Students, SUN-SENTINEL (Fort Lauderdale, Fla.), Feb. 3, 2009,
at5s

(2) David-Ferdon & Hertz, Violence and Adolescents: An Emerging Public Health Problemop.
Cit., at S5.
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LAZERGES (Christine), Quel droit pénal des mineurs pour 1, Europe de demain?, in
Me¢élanges offerts Georges Levasseur ", droit penal — droit europeen, litec, paris, 2002, p. 439
et 440 .
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(2) California Penal Code §646.9 Cyber stalking 646.9. (a) Any person who willfully,
maliciously, and repeatedly follows or willfully and maliciously harasses another person and
who makes a credible threat with the intent to place that person in reasonable fear for his or
her safety, or the safety of his or her immediate family is guilty of the crime of stalking,
punishable by imprisonment in a county jail for not more than one year, or by a fine of not
more than one thousand dollars ($1,000), or by both that fine and imprisonment, or by
imprisonment in the state prison..
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D.Viriot — Barrial; A la decouverte de la nation d'injure et de diffamation " , dans; liberte de
presse et droit penal, XII eme journee de l'association francaise de droit penal en homage au
Doyen Fernand Boulan, Aix- en Provence, 17-18 Mars 1994, p.37.

(1) California Penal Code §646.9 Cyber stalking 646.9. (a) Any person who willfully, maliciously, and
repeatedly follows or willfully and maliciously harasses another person and who makes a credible
threat with the intent to place that person in reasonable fear for his or her safety, or the safety of his or
her immediate family is guilty of the crime of stalking, punishable by imprisonment in a county jail
for not more than one year, or by a fine of not more than one thousand dollars ($1,000), or by both
that fine and imprisonment, or by imprisonment in the state prison.

(2) California Penal Code §646.9 Cyber stalking 646.9. (e) For the purposes of this section, "harasses"
means engages in a knowing and willful course of conduct directed at a specific person that seriously
alarms, annoys, torments, or terrorizes the person, and that serves no legitimate purpose.

(3) California Penal Code §646.9 Cyber stalking 646.9. ((f) For the purposes of this section, "course of
conduct" means two or more acts occurring over a period of time, however short, evidencing a
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continuity of purpose. Constitutionally protected activity is not included within the meaning of
"course of conduct.”

(1) California Penal Code §646.9 Cyber stalking 646.9. (g) For the purposes of this section, "credible
threat" means a verbal or written threat, including that performed through the use of an electronic
communication device, or a threat implied by a pattern of conduct or a combination of verbal, written,
or electronically communicated statements and conduct, made with the intent to place the person that
is the target of the threat in reasonable fear for his or her safety or the safety of his or her family, and
made with the apparent ability to carry out the threat so as to cause the person who is the target of the
threat to reasonably fear for his or her safety or the safety of his or her family. It is not necessary to
prove that the defendant had the intent to actually carry out the threat. The present incarceration of a
person making the threat shall not be a bar to prosecution under this section. Constitutionally
protected activity is not included within the meaning of "credible threat."
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(1) California Penal Code §646.9 Cyber stalking 646.9. (h) For purposes of this section, the term
"electronic communication device" includes, but is not limited to, telephones, cellular phones,
computers, video recorders, fax machines, or pagers. "Electronic communication”" has the
same meaning as the term defined in Subsection 12 of Section 2510 of Title 18 of the United
States Code.
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(1) Ottenweller, Cyberbullying: The Interactive Playground Cries for a Clarification of the
Communications Decency Act, op. Cit., at 1293 (stating that being bullied is a predictor of
late criminal behavior and that this phenomenon applies to online as well as traditional
bullying); see also OKLA. STAT. tit. 70, § 24-100.3(A) (2008) (showing a correlation
between male middle schoo bullies and later criminal convictions and stating that bullying
may lead to several "forms o antisocial behavior, such as vandalism, shoplifting, skipping and
dropping out of school, fighting and the use of drugs and alcohol").

) 1d.
(3) BLACK'S LAw DICTIONARY 448 (8th ed. 2004) (defining defamation).

(4) Todd D. Erb, A Case for Strengthening School District Jurisdiction to Punish Off- Campus
Incidents of Cyberbullyin, op. Cit., at 277-79 (discussing the difficulty of prevailing on a
defamationclaim for cyberbullying).
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(1) See id. at 278-79 (giving examples of cyberbullying content that evades clear proof of falsity).
(2) 1d. (pointing out that students probably will not be able to prove damage to reputation).

(3) Communications Decency Act of 1996, 47 U.S.C. § 230 (2006); Bradley A. Areheart,
Regulating Cyberbullies Through Notice-Based Liability, 117 YALE L.J. POCKET PART
41, 42 (2007) (discussing why tort is an impractical remedy for cyberbullying victims).

(4) Bradley A. Areheart, Regulating Cyberbullies Through Notice-Based Liability, op. Cit., at 42
(mentioning the possibility that individual tortfeasors may be judgment-proof); see also
EXPLORING TORT LAW 123, 129 (M. Stuart Madden ed., 2005) (explaining why tort
liability is an insufficient deterrent for insolvent parties and that "insolvency is likely to be
the rule rather than the exception" in many tort cases, particularly those involving personal
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injury, death, or environmental damage).
(1) 47 U.S.C. § 230 (2006).

(2) Id.; Ottenweller, Cyberbullying: The Interactive Playground Cries for a Clarification of the
Communications Decency Act, op. Cit.,, at 1302-03 (explaining the immunity for ISPs
created by the CDA).

(3) Zeran v. Am. Online, Inc., 129 F.3d 327, 330-31 (1997); Cara J. Ottenweller, Cyberbullying:
The Interactive Playground Cries for a Clarification of the Communications Decency Act, op.
Cit., at 1304-07.

(4) Bradley A. Archeart, Regulating Cyberbullies Through Notice-Based Liability, at
42(explaining why cyberbullying victims are unlikely to recover from individuals or ISPs in
defamation suits).
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(1) Cara J. Ottenweller, Cyberbullying: The Interactive Playground Cries for a Clarification of the
Communications Decency Act, op. Cit., at 1302-03 (explaining the immunity for ISPscreated
by the CDA).

LG el iy a5 (Y)
(3) Zeran, 129 F.3d at 331-33 (explaining Congress's motive in enacting the CDA to encourage
ISP self-regulation through absolute civil immunity and arguing that notice-based liability
"would deter service providers from regulating the dissemination of offensive material over
their own services"); Thomas J. Billitteri, Cyberbullying: Are New Laws Needed to Curb
Online Aggression, op. Cit., at 402 (discussing scrutiny of socialnetworking sites and their
role in preventing cyberbullying); Cara J. Ottenweller, Cyberbullying: The Interactive
Playground Cries for a Clarification of the Communications Decency Act, op. Cit., at 1326
("The absolute immunity afforded to ISPs effectively provides an incentive for providers to
ignore removal requests . .)
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(1) Bradley A. Areheart, Regulating Cyberbullies Through Notice-Based Liability, op. Cit., at 42
(illustrating the problem of a broad interpretation of§ 230 that shields from liability a
moderator of a listserv who posts an allegedly defamatoryemail authored by a third party and
an ISP that played an active role in producing defamatorycontent); David V. Richards, Note,
Posting Personal Information on the Internet: A Case forChanging the Legal Regime Created
by § 230 of the Communications Decency Act, 85 TEX. L. REV. 1321, 1322-23 (2007)
(drawing attention to the lack of liability for interactive personalinformation Web sites).

(2) Bradley A. Areheart, Regulating Cyberbullies Through Notice-Based Liability, op. Cit., at 42.

(3) see also Nicholas P. Dickerson, What Makes the Internet so Special? And Why, Where, How,
and by Whom Should Its Content be Regulated?, 46 HouS. L. REV. 61, 80 (2009)
(describing how the CDA shields ISPs as providers of defamatory content ).
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(1) Matthew C. Ruedy, Repercussions of a MySpace Teen Suicide: Should Anti- Cyberbullying
Laws Be Created?, op. Cit., at 331-35 (addressing the application of current computer crime
laws to cyberbullying).

(2) See id. (critiquing the limitations of applying other criminal laws to cyberbullying).

(3) See Jonathan B. Wolf, Note, War Games Meets the Internet: Chasing 21st Century
Cybercriminals With Old Laws and Little Money, 28 AM. J. CRIM. L. 95, 107-08 (2000)
(discussing reasons for creating new laws to address cybercrimes).

(4) U.S. DEPT. OF JUSTICE, 1999 REPORT ON CYBERSTALKING: A NEW CHALLENGE
FOR LAW ENFORCEMENT AND INDUSTRY (1999).
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http://www.justice.gov/criminallcybercrime/cyberstalking.htm.

(1) Naomi Harlin Goodno, Cyberstalking, a New Crime: Evaluating the Effectiveness of Current
State and Federal Laws, 72 Mo. L. REV. 125, 135-39 (2007) (analyzing problems with
current cyberstalking laws, most of which require a "credible threat" of violence).

(2) id.
(3) Cf. id. at 147-52 (discussing federal laws potentially applicable to cyberstalking).
(4) 18 U.S.C. § 875(c) (2006).
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(1) Matthew C. Ruedy, Repercussions of a MySpace Teen Suicide: Should Anti- Cyberbullying
Laws Be Created?, op. Cit., at 332 (explaining that most cyberbullying resists classification
as a threat to bodily injury).

(2) 47 U.S.C. § 223(a)(1)(C) (2006).

(3) Cf. Naomi Harlin Goodno, Cyberstalking, a New Crime: Evaluating the Effectiveness of
Current State and Federal Laws, op. Cit., at 149-50 (identifying the requirement of anonymity
as a barrier to applying the federal Telephone Harassment Act to cases of cyberstalking).

Y1



)b ol Apilindl sy pirill b Vdg Al I hiill 6 LalA) dliall Aaalgoll

! 5 9eeeSQ pluseil 3elul 5 Jl= W (golosV) o slall : QU
The federal Computer Fraud and Abuse Act ("CFAA")
J'.")?""‘{U @ oj;LQJ\ J;.O 6\.19;’&»:&\ S Lg.l.” wa\ oda QT Jl 3)\.3}“ o> g

o 33 il Ao (8 g Gty Y € genSl) B e b1 oy 4y s (5115
oo~ AV Bl SV S5 e e 2801 0T U5 O iSO Bl oY -
S el O pablonis 2ol e ol 5 5aSl 8T o O shomy ) A0
M) pmasdl bs b agd 3155 Y = mlpodl dol paddeins o ol Bl (5Y il
O]
ol Al el PSS sasdl plusand seluly Jl¥1 050 i3 ey
My Space w3 g0 Je s Ll V3l ol a5 Lori Drew &3 (3 5 ASIY1 Ll
056 L 586 o (6o 1Y 5 OY 1305 5V | Megan Meier slidll wds (1
pldseinl O gl el O sedadl J sl b (o SN Bl oY e Glay ol
&y s a9 DLori Drew &i>a) 3 500l pldseial 3slu] s Jlz=U REESNYREPHE]
G LSS o5 5l e dial e 3l plas] ) gt ) datdl Bl eda OF sl
My @50 Lpoddy I lodsdl pliunal by o) 2ilbes 5 e Lajlzely oY) Al

2
s 3l tesl 8 ecigal W8 WS Drew sl OF (e V'QJ'H Py ."Space

(1) 18 U.S.C. § 1030 (2006).

(2) Greg Risling, Jury Convicts Mom of Lesser Charges in Online Hoax, ASSOCIATED PRESS,
Nov. 26, 2008 (reporting the conviction of Lori Drew).

(3) Ivor Tossle, Cyberbullying Verdict Turns Rule-breakers into Criminals, GLOBE & MAIL
(Toronto, Can.), Dec. 5, 2008, at R22 (describing the legal charges brought against Drew);
Emily Bazelon, Lori Drew is a Meanie: The Problem with Prosecuting Cyber-bullying,
SLATE, Dec. 3, 2008, http://www.slate.com/id/2205952 (reporting wide criticism of Drew's
conviction as "prosecutorial overreaching"). But see Nick Ackerman, Criticism of Woman's
Prosecution in Cyberbullying Case is Off Base, SAN JOSE MERCURY NEWS, Dec. 22,
2008 (rebutting criticism of the use of the Computer Fraud and Abuse Act in the Drew case).
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(1) United States v. Drew, 259F.R.D. 449, 468 (C.D. Cal. 2009), available at :
http://volokh.com/files/LoriDrew.pdf.
(2)Id. at 2 n.2.
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(1) Compare, e.g., Megan Meier Cyberbullying Prevention Act, H.R. 6123, 110th Cong. (2008)
(naming the bill after Megan Meier), and FLA. STAT. § 1006.147 (2008) (naming the state's
antibullying law the "Jeffrey Johnston Stand Up for All Students Act" after a teenager who
committed suicide after being harassed over the Internet), with IDAHO CODE § 18-917A
(2004 (outlawing cyberbullying without reference to a specific incident).
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(1) The twenty states are: Arkansas (ARK. CODE ANN. § 6-18-514 ( 2007)); California (CAL.
EDUC. CODE §§ 32260-96 (2002)); Delaware (DEL. CODE ANN. tit. 14, § 4112D (2007));
Florida (FLA. STAT. §1006.147 (2009)); Idaho (IDAHO CODE ANN. § 18-917A (LEXIS
through 2009 Reg. Sess.)); Illinois (720 ILL. COMP. STAT. ANN. 5/12-7.5 (LEXIS through
2009 Sess.)); Indiana (IND. CODE § 20-30-5.5-3 (LEXIS through 2009 1st Reg. Sess. &
2009 Spec. Sess.)); lowa (IOWA CODE § 280.28 (LEXIS through 2008 legislation)); Kansas
(KAN. STAT. ANN. § 72-8256 (LEXIS through 2008 legislation)); Maryland (MD. CODE
ANN., [Educ.] § 7-424.1 (2008)); Minnesota (MINN. STAT. § 121A.0695 (2008)); Nebraska
(NEB. REV. STAT. § 79-2,137 (LEXIS through 2009 1st Sess.)); New Jersey (N.J. STAT.
ANN. § 18A:37-15 (LEXIS through 2009 legislation)); Oklahoma (S.B. 1941, 51st Leg., 2d
Sess. (Okla. 2008) (codified as amended in various sections of OKLA. STAT.), available at :

http://sde.state.ok.us/LawLegis/RBletters/2008/Bill/SB1941.pdf

Oregon (OR. ADMIN R. 581-022-1140 (LEXIS through Or. Bulletin 2010)); Pennsylvania
(24 PA CONS. STAT. ANN. § 13-1303.1-A (LEXIS through 2009 Reg. Sess.); Rhode Island
(R.I. GEN. LAWS § 16-21-26 (LEXIS through Jan. 2009 Sess.)); South Carolina (S.C. CODE
ANN. §59-63-120 (LEXIS through 2009 Reg. Sess.)); and Washington (WASH. REV. CODE
§ 28A.300.285 (LEXIS through 2009 Reg. Sess.)). Additionally, the Governor of Michigan
issued an Executive Order creating the Michigan Juvenile Accountability Block Grant
Advisory Board to establish school safety programs, including bullying, cyberbullying, and
gang prevention. MICH. DEPT. OF HUMAN SERV., EXEC. ORDER No. 2007-46, §
3(A)(m) (2007), available at:

http://www.legislature.mi.gov/((py2IlnpS5ctwm3lbnyeuuSkrj))/documents/publicationsexecuti
veorders/2007-EOQ-46.htm.
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(1) "bullying by use of any electronic device through means including, but not limited to, e-mail,
instant messaging, text messages, blogs, mobile phones, pagers, online games and websites.",
KAN. STAT. ANN. § 72-8256(a)(2).

(2) IND. CODE § 20-30-5.5-3.
(3) KAN. STAT. ANN. § 72-8256.
(4) OR. ADMIN. R. 581-022-1140.

(5) E.g., S.C. CODE ANN. § 59-63-120 (" 'Harassment, intimidation, or bullying' means a
gesture, an electronic communication, or a written, verbal, physical, or sexual act . . ..").

(6) OR. ADMIN R. 581-022-1140.
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(1) ARK. CODE ANN. § 6-18-514 (2007); see also CAL. EDUC. CODE § 32261 (2002)
(asserting that "all pupils enrolled in the state public schools have the inalienable right to
attend classes on school campuses that are safe, secure, and peaceful"); IOWA CODE §
280.28(1) (LEXIS through 2008 legislation) (stating lowa's commitment "to providing all
students with a safe and civil school environment in which all members of the school
community are treated with dignity and respect" and finding "that a safe and civil school
environment is necessary for students to learn and achieve at high academic levels"); OR.
ADMIN R. 581-022-1140(1) (basing anticyberbullying policy on the principle of "assur[ing]
equity, opportunity and access for all students").

(2) Todd D. Erb, A Case for Strengthening School District Jurisdiction to Punish Off- Campus
Incidents of Cyberbullying, op. Cit., at 280-83 (arguing for expanded jurisdiction for schools
to punish cyberbullying that occurs off campus because it is a better forum for controlling
cyberbullies than the criminal justice system); Jaana Juvonen & Elisheva F. Gross, Extending
the School Grounds?-Bullying Experiences in Cyberspace, op. Cit., at 502- 03 (suggesting
that bullies are using schools "as a forum that extends school grounds," based on research
data that reveals a correlation between individuals being victimized by bullies both at school
and online).

(3) Todd D. Erb, A Case for Strengthening School District Jurisdiction to Punish Off- Campus
Incidents of Cyberbullying, op. Cit., at 281 ("Due to the hybrid character of their source of
authority, schools stand in an unusual interactive relationship with both the public
governmental sphere and the private family sphere.").
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(1) WASH. REV. CODE § 28A.300.285(3) (LEXIS through 2009 Reg. Sess.).

(2) Todd D. Erb, A Case for Strengthening School District Jurisdiction to Punish Off- Campus
Incidents of Cyberbullying, op. Cit., at 281-82 (advocating a return to viewing public schools
as "mediating institutions").

(3)Id. (noting that "the school system is much more involved with parents and children inthe
community than is the criminal justice system").

(4) Id. (reasoning that schools provide a " 'low-risk' medium" for controlling cyberbullying with
lesser consequences to juvenile offenders).
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(1) Justin P. Markey, Enough Tinkering with Students' Rights: The Need for an Enhanced First
Amendment Standard to Protect Off-Campus Student Internet Speech, 36 CAP. U. L. REV.
129, 132-39 (2007) (summarizing Supreme Court precedent addressing student speech
rights).

(2) See Kara D. Williams, Public Schools us. MySpace and Facebook: The Newest Challenge to
Student Speech Rights, 76 U. CIN. L. REV. 707, 723 (2008) (observing schools acknowledge

their uncertainty as to their authority to punish student speech within the bounds of the First
Amendment).
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(1) ARK. CODE ANN. § 6-18-514 (2007).
(2) 1d.
(3) IND. CODE § 20-30-5.5-3 (LEXIS through 2009 1st Reg. Sess. & 2009 Spec. Sess.).
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(1) Joel Currier, Cyberbullying: A Looming Issue Everyone Agrees Something Should be Done
About it. But the Problem is Global, Not Local, ST. LOUIs POST-DISPATCH, Dec. 2, 2007,
at Bi (referencing the opinions of law professors that state cyberbullying laws lack specificity
to protect free speech).

(2) 720 ILL. COMP. STAT. 135/1-2 (LEXIS through 2009 Sess.).

(3) Greg Risling, Jury Convicts Mom of Lesser Charges in Online Hoax, op, cit.,(discussing how
Lori Drew, her daughter, and her business associate collaborated to harass Megan Meier
online).

(4) 1d.

(5) Id. The text reads: "[t]ransmitting an electronic communication or knowingly inducing a
person to transmit an electronic communication for the purpose of harassing another person
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who is under 13 years of age, regardless of whether the person under 13 years of age consents
to the harassment ..... Id.

(1) The proposed Pennsylvania cyberbullying law would entail a similarly broad application. S.B.
1329, 192d Gen. Assem., Reg. Sess. (Pa. 2008).

(2) S.B. 99, 2007-2008 Leg., Jan. Sess. (R.L. 2007).
(3) 1d.
(4) 1d.
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(1) A.B. 678, Reg. Sess. (Cal. 2009).

(2) H.B. 5500, Gen. Assem., Feb. Sess. (Conn. 2008).
(3) S.B. 792, 25th Leg., Reg. Sess. (Haw. 2009).

(4) H.B. 91, 2008 Leg., Reg. Sess. (Ky. 2008).

(5) S.B. 355, 124th Leg., 1st Reg. Sess. (Me. 2009).
(6) H.B. 483, 186th Gen. Ct., Reg. Sess. (Mass. 2009).

(7) S.B. 79, 95th Gen. Assem., Reg. Sess. (Mo. 2009). Missouri's existing requirement of
antiharassment policies in public schools includes use of electronic communication to
intimidate. S.B. 818, 94th Gen. Assem., 2d Reg. Sess. (Mo. 2008), available at
http://www.senate.mo.gov/08info/pdf-bill/tat/SB818.pdf. However, the proposed law would
more directly address cyberbullying by requiring each school district to adopt an antibullying
policy and training for employees that include cyberbullying. S.B. 79, 95th Gen. Assem.,
Reg. Sess. (Mo. 2009).

(8) A.B. 5544, 232d Leg., Reg. Sess. (N.Y. 2009); A.B. 7048, 232d Leg., Reg. Sess. (N.Y. 2009).

2009).

(9) S.B. 1329, 192d Gen. Assem., Reg. Sess. (Pa. 2008). Although Pennsylvania already requires
requires public schools to have antibullying policies that include electronic communications,
this proposed law targets the act of cyberbullying more directly. It would make cyberbullying
a criminal act, punishable as a misdemeanor or felony, depending on the circumstances, and
would apply to offenders at large, not just public school students. Id.

(10) H.B. 486, 2007 Leg., 69th Biennial Sess. (Vt. 2007).

(11) The Washington legislature has also proposed a bill that would strengthen the existing
bullying law, which covers bullying via electronic means. H.B. 2015, 61st Leg., Reg. Sess.
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(Wash. 2009). In addition to antibullying policies, the proposed law requires implementation
of antibullying procedures. Id. Because the proposed changes to the law are minimal, it will
not be included in the above discussion of proposed cyberbullying laws.

(1) E.g., H.B. 5500, Gen. Assem., Feb. Sess. (Conn. 2008); S.B. 792, 25th Leg., Reg. Sess. (Haw.
2009); H.B. 483, 186th Gen. Ct., Reg. Sess. (Mass. 2009).

(2) H.B. 91, 2008 Leg., Reg. Sess. (Ky. 2008).
(3) H.B. 486, 2007 Leg., 69th Biennial Sess. (Vt. 2007).

(4) CAL. EDUC. CODE § 48900(r) (LEXIS through 2009 Reg. Sess.); A.B. 678, Reg. Sess. (Cal.
2009).
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(1) S.B. 355, 124th Leg., 1st Reg. Sess. (Me. 2009); see Katie Hafner, Texting May be Taking a
Toll, N.Y. TIMES, May 25, 2009, http://www.nytimes.com/2009/05/26/healthl26teen.html
(reporting on the prevalence of text messaging among teenagers).

(2) H.B. 486, 2007 Leg., 69th Biennial Sess. (Vt. 2007).
(3) S.B. 1329, 192d Gen. Assem., Reg. Sess. (Pa. 2007).
(4) Megan Meier Cyberbullying Prevention Act, H.R. 1966, 111th Cong. (2009).

Vot



)b oll Apilindl sy pirill b Vdg Al n hill 6 LalA) d5liall Aanlgoll

Sl 3 ¢ Jiy yazd IS (i J) Joas Loy ol 8 5 SN 0 5l 5 00 2505
Sl zlesyl Sl ¥l deas Jlasl T iV 55l 5T LN By 85l
ol LA Pl sl IV e el g p g Able L] e ]
NS B Slie sl
Bl eV 253 5,8k Bl e [ Sdall 051 55 0 iy
) G5 00 Sl G Blss iy S YN e el Lloeny &bzl 5 iSTY)
S A Pl ey 6T LS ol ol Glow 5l Gila (AR o el
U Gages A1 Sl Al g 4SS0 ST GO Ll eV e Gla
o GOVl Bl el O S g ke OF QS o bedly sdus oMl
G5 B e o 5 A G SV Bl Vb e oSl ary Sl (6 stemed!
S (5 gt Jo B jadl 51 Sad BN ol s — (55 ASIY) Bl 515 Lo
Pl ol e BU e da )l sdiliy O (Ul 0 S 1da OF iy —2S5 Y
o g o s Vel 881 gall e el 1t s s 8 sl ol e 3L
G (G55 b Vs paniany 6L O S 5 500 (5 gmredl s e ) 3ol SAS
o Al o)l Leade ) plazaV1 udr Gl 3 M35 (Y004 ST (3 ol
House Judiciary Subcommittee on =1l 1915 e,y doy ot 0Lty d3laill

Y . . .
.*’Crime, Terrorism, and Homeland Security
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