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1 Abstract 

 

Blockchain is a technology new technology implemented for the first time in 2008 for the bitcoin 

cryptocurrency [1]. Blockchain technology is an innovative, distributed, and immutable ledger technology 

providing a decentralized management solution for transaction data [2]. 

 

The purpose of this article was to review the growth of the use of blockchain technology in the healthcare 

data. In this article, an analysis of the existing blockchain technology research and findings in the health 

care domain was conducted. The goal was to find relevant implementation of the blockchain technology in 

the healthcare domain and highlight the challenges and potential methodologies. This article covers an 

overarching introduction and Background about blockchain in the healthcare domain. Furthermore, the 

research methodology, an analysis of the information and the results found. The results show that 

Blockchain still has many challenges such as scalability and security problem [3], however the usage of 

blockchain is increasing in different scientific research areas [4-7] in general and in healthcare area in 

particular is growing exponentially [8]. 
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2 Introduction 

Health information technology (HIT) systems play a substantial role in everybody’s life. Medical data, in 

the form of electronic medical record, is the main asset for those systems. However, those systems have 

several challenges due to the growth of the amount of medical data gathered electronically, the sensitivity 

of patient’s data, and the need to allow data exchange of patient’s health records between the multiples 

systems used by healthcare professionals. Therefore, it is challenging to store the data in a traditional 

centralized data warehouse. It is substantial to ensure that the data integrity is safeguarded, easily 

accessible, and secured [9]. 

 

Given the challenges in the current HIT systems, there is a need to foster a new solution to healthcare data 

management. The new healthcare data management system should be able to fulfill several objectives, 

including (a) medical records data must be protected against unauthorized use; (b) create trust among 

healthcare stockholders through data sharing that’s patient-centric and transparent; (c) a distributed solution 

to overcome the limitation of centralized systems; (d) finally, the system should provide a mechanism for 

data authenticity in order to verify the integrity of medical records data [1]. 

 

The blockchain technology is an innovative, distributed, and immutable ledger technology which 

providing a decentralized management solution for data transaction. The Bitcoin cryptocurrency was the 

first implementation of blockchain technology in 2008. The blockchain technology has its challenges 

around security, privacy, and scalability. However, it has a great potential to solve various problems in a 

distributed environment, Blockchain technology is applicable not only in the financial transaction systems, 

but it is transforming our society, as the digital footprint we leave behind through our use of cars, 

smartphones, healthcare, vote, and even personal identification increases in breadth and depth. 

 

The natural properties of the blockchain technology can be used to realize the objectives mentioned 

previously: (a) permissioned blockchain networks enable granular access control for medical records can be 

achieved through, supporting granular‐ level access mechanisms such as channels; (b) blockchain‐
supported smart contracts enables patient-centric and transparent data sharing and control; (c) the 

blockchain distributed consensus mechanism overcomes the limitation of centralization; (d) and, a 

blockchain is immutable preserving the integrity of data; thus the integrity of the data saved on a 

blockchain is verifiable and provable. 

 

Blockchain technology could improve information security, data decentralization, search & data retrieval, 

and data integrity in the healthcare industry. However, the first evolution of blockchain technology was 

designed mainly for cryptocurrency transactions with no focus to be extended or even applied to other 

industries such as the health care industry. Currently, there is an emerging effort to use general-purpose 

blockchain technology to develop healthcare systems. The biggest challenge is being phased is there is no 

consensus on which blockchain framework is most suitable for developing healthcare applications.  
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3 Background of Blockchain 

Blockchain technology is a distributed ledger that shares data between a network of peers [13]. Bitcoin 

cryptocurrency was the first implementation of Blockchain technology in 2008 [1,2]. The main advantage 

of blockchain technology is lower cost, faster, and more efficient and secured data sharing through the 

ability to connect distributed network nodes directly without dependency on any trusted third party.  

 

3.1 Key characteristics of Blockchain 

Blockchain technology has four key characteristics - decentralization, immutability, audit & traceability, 

and data integrity [3]. Blockchain technology has no dependency on a central authority to control the data 

that gets sent to it, because blockchain technology uses various consensus algorithms that decide whether to 

agree on the data is being sent or not in a peer-to-peer network. Record immutability is another inherent 

characteristic in blockchain technology because it’s impossible to remove a record after it’s accepted and 

stored onto a blockchain because it’s stored across multiple nodes in the distributed ledger. Lineages is a 

supported feature because new blooks get linked to previous blocks by including the hash of the previous 

one so a chain of blooks is formed. In a blockchain every transaction is verified to the known root which 

enabling the integrity of the data in a blockchain to be verifiable because the tree structure that’s formed in 

Merkle tree [10]. 

  
Figure:1 Blockchain record structure and Merkle Tree structure [8] 

 



74 M. K. Elghoul et al. 

 

3.2 Types of blockchain 

Blockchains can be of three different types: public, consortium and private [3]. The first type is public 

blockchains where it can be accessed and viewed by any user who can join and contribute to the consensus 

protocol [8].  Cryptocurrencies is the major application field for this type of blockchain. Bitcoin and 

Ethereum are examples of public/ permission-less chains. The second type of blockchain is consortium 

which is a partially centralized, where only selected group of users have permissions to view and contribute 

to the consensus protocol. Finally, private blockchain is distributed in a decentralized manner through the 

network. One center authority manages the selected nodes that participate in the network [3]. Due to the 

diversity of the applications and domains that can leverage the blockchain technology, there is no 

consensus of which distributing qualities and consensus mechanisms are required to label a technology as 

―blockchain‖. In Table 1 below a comparison of the three different types of block chains is shown. 

 

Table 1  
Type of blockchains overview [3] 

Property Public blockchain Consortium blockchain Private blockchain 

Consensus determination All miners Selected set of nodes  One organization 

Read permission Public Public or restricted Public or restricted 

Immutability Nearly impossible Could be tampered Could be tampered 

Efficiency Low High High 

Centralized No Partial Yes 

Consensus process Permissionless Permissioned Permissioned 

 

 

There are multiple blockchain frameworks and platforms that can be used or combined together to deliver 

decentralized systems. The most popular ones are Ethereum [11] and Hyperledger [12] which can be used 

to develop new systems or create new protocols. 

 

3.3 Consensus Protocols 

To keep the transaction and the ledger whole in the blockchain network, all peers must agree on a 

particular state of the distributed ledger and agree on how to pack the data into blocks. This capability is 

called a distributed consensus protocol. It is responsible for validating the chronological order of the 

generated transactions [12], ensuring that all pears in the network come to an agreement on an accurate 

state of the shared ledger, and responsible for adding the new transactions ―blocks‖ are added to the ledger 

[13]. 

 

There are multiple protocols and the mostly commonly used are Proof-of-Work (PoW), Proof-of-Stack 

(PoS) and Practical Byzantine Fault Tolerance (PBFT). The major differences between the distributed 

consensus protocols are round how a node is managed and secured, the energy consumptions, and how the 

power of adversary is tolerated.   
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The PoW protocol is considered the most popular consensus protocol because it is used by Bitcoin. It 

uses high computing power to solve the hard computational puzzle of finding the selected nodes. The node 

that computes the hash is rewarded by being selected. The major disadvantage of this protocol is the high 

energy consumption of large blockchain. 

 

The PoS protocol uses a different technique to select the approved node by determining the stack of 

each node in a blockchain. The stack is represented by the value or the asset of the node. In the 

cryptocurrency, the stack is represented by the balance of that currency. Because each node can have a 

different value this protocol is considered unfair. The nodes with higher assets will have higher advantage 

than the ones with less assets. Its energy consumption is less compared to the PoW protocol which shows 

that it is better and supports the move by the Ethereum algorithm to use PoS instead of PoW [3]. 

 

PBFT is another consensus protocol and is based on the Byzantine agreement protocol [8]. It is a 

permissioned protocol, and all nodes must be known to the network. This is considered a limitation when 

it’s used in a public blockchain. Each node in the network preforms three steps. Those steps are pre-

prepared, prepared and commit. It requires two thirds of the votes from all nodes in order to complete all 

the three steps. The energy consumption is less compared to the previous protocols and it is used in the 

Hyperledger Fabric [12]. 

3.4 The Need for Blockchain in Healthcare 

Blockchain technology usage in healthcare has a great perennial to solve many of the challenge’s 

healthcare domain has. Due to the growth of data in HIT and the need to make the data available via a 

secure manner, blockchain technology can be used to meet these requirements. Starting from data 

management and the accuracy of the health records, the blockchain technology can play a pivotal role in 

various areas such as drug prescriptions, pregnancy, supply chain management, health record management, 

and any risk data management as well as to support better access control, data sharing and managing of an 

audit trail of medical activities [13]. Blockchain technology can improve medical data availability, data 

security, data sharing, traceability and record immutability. 

 

Medical image sharing is another area in the healthcare domain that can take advantage of blockchain 

technology [14]. Transforming and sharing medical images from physical copies to digital imaging has a 

significant impact in improving the security and availability of the medical images between providers. The 

classic way of sharing medical images is for the patients themselves to keep a physical copy on a disk and 

share it between providers. This solution has the risk of loss of, or damage to the physical copy. Currently, 

there is a solution called Image Share Network (ISN) that has been developed by Radiological Society of 

North America (RSNA) [14]. In this solution the images get uploaded to a clearinghouse and persisted In 

addition to that, a cryptographic hash of a secret token is generated to get the images indexed, for 30 days. 

During this period, the patient may permit his personal health record vendor to download the images so 

they can be accessed by healthcare providers. 

 

Although this solution solves the sharing problem in a digital way instead of a physical media transfer, it 

still has few drawbacks such as centralization that is a single point of failure in addition to having a third 
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party ―clearinghouse‖ in the middle between the image centers and Personal Health Records (PHR) as 

shown the in the architecture diagram below in Figure 2. The following statistics were provided in 2019 

[14] 

 About a dozen or less of radiology centers are enrolling patients in the network, 

 As of 2019, there are four PHR vendors are authorized to retrieve ISN images, 

 the Clearinghouse operator is one of the four PHRs, 

 About 30 percent of the patients’ images was downloaded by the approved PHRs at least once.  

This solution is considered a major milestone introducing the concept of a decentralized architecture and as 

an option that may decrease the barriers to entry and encourage more wider adoption of the image sharing 

network. 

 

Figure 2. The RSNA Image Share network [14] 

4 Research methodology/ approach 

 

The research was conducted in various bibliographic databases and it was limited to the healthcare 

domain. 

 

The research included the following eight electronic sources Google Scholar, Science Direct, IEEE, 

PubMed, Scopus, Springer SpringerLink, Elsevier Science Direct and ACM.  

  

5 Analysis and Discussion of Blockchain Technology usage in Health Care 

 

First, different publications were chosen and analyzed to find out which ones are the most relevant ones in 

this area. Blockchain technology is exponentially being used in the health care domain specially to manage 

electronic health records and personal health records. This article identified that there are three potential 

areas of improvement Access control, Interoperability, and Provenance Data integrity [3]. This found also 

that Ethereum and Hyperledger fabric are the most commonly used framework in this domain. EHR and 

PHR are the two highly impacted areas by Blockchain technology with 43% and 15% among other areas 

based on that research and the other areas are covered by about 1% each. 

 



A Review of Leveraging Blockchain based Framework Landscape in Healthcare Systems 

77 

 

The study conducted by Anton [3] showed the usage of the different platforms/frameworks with highest 

distribution for new blockchain framework 36% (14) then 28% (11) for the Ethereum and 10% (4) for 

Hyperledger Fabric (Figure 3). 

 

 
Figure 3. Type of blockchain and platform/framework [3]. 

 

 

Other research conducted in June 2018 identified only publications published after 2015 and is relevant 

and suitable for this survey. This analysis indicated that blockchain technology is a new technology that can 

be used in the healthcare domain. Out of 6,375 publications, this article identified 33 publications which are 

relevant to the use of blackchin technology in the healthcare domain. The 33 publications are divided into 

28 proposing solitons that can be implemented and only 5 presenting implementations [13].    

This previous research identified the usage of the blockchain platform as the following that 10 

publications use Ethereum, 5 publications use Hyperledger Fabric, 1 publication uses Gcoin and 15 

publication do not have a defined platform. Data sharing and health records the most areas of application 

using blockchain with 20 and 18 publication respectively. Access control is another area of application with 

15 publication and other smaller numbers for audit trail and supply chain with 6 and 2 publications 

respectively. 

 

One of the publications focused on showing the number of previously published papers based on the 

publication types and another representation by the number of papers per proposed versus implemented 

solution [13].  
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Figure 4. Yearly publications by publication type [13]. 

 

 

 
Figure 5. Yearly published papers [13]. 

 

The analysis shows that leveraging blockchain technology in the healthcare is a hot topic in the academic 

and it’s in early stage. The current number of approaches and proposed solutions is growing exponentially 

[3]. In addition to that, the study shows that the average quality score per year of the papers is also 

increasing (Figure 6). This analysis shows how the blockchain smart contracts can be used on the Ethanium 

platform and how it can be organized as a consortium blockchain. The analysis shows that most of the 

solutions are either implemented in a controlled system, personal records systems or in the health care field. 

This analysis proves that the grows of blockchain in healthcare has the same growth in other academic 

areas.  
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Figure 6. Average quality score per year [3].  

 

 

In 2019 Asma Khatoon [15] published an article about using blockchain-based smart contract system for 

health care management. In that article, Asma conducted a review of the blockchain technology usage in 

health care between 2016 and 2019 [16-40]. Asma implemented a smart contract-based healthcare 

management system using blockchain technologies that showed how to apply the decentralization priceable 

within the medical ecosystem. In additional to applying blockchain principles, other benefits are shown as 

well such as reduced the transaction costs, reduced the administrative burdens, and removed intermediaries. 
 

6 Conclusion 

 

The research shows that leveraging blockchain technology in the healthcare domain is trending upwards 

and that indicates that is also proportionally growing in the academic field. The results shows that the 

quality of publications has increased as well. Blockchain technology is a decentralized network and 

published research shows that there is a huge potential for the use in the healthcare domain. We have 

identified the current status and the different areas in healthcare blockchain can be applied. All results 

shows that blockchain technology is generally applied in solving data sharing, health record management, 

access control, lineage and audit trail.  

 

There is a gap between the availability of blockchain elements technical details e.g., platform, algorithms 

type or the usage of smart contracts and the current publications about framework, architecture or model 

using blockchain technology in healthcare. Smart contracts in particular could be more used as they enable 

the automation of processes within a blockchain platform. Most research should have provided either a 

prototype implementation or even discuss some implementation details of their proposals.  
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Most of the implemented solutions and research showed that blockchain technology has a great potential 

in solving many of the challenges and issues in the current healthcare systems. These issues can be data 

security, data privacy, legacy network inconsistency, unstructured data collection difficulties, prohibitively 

high administrative costs. 
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