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Abstract

Block ciphers cryptanalysis is serious challenge specially with the
existing of the powerful block ciphers that require massive number
of plaintext-ciphertext pairs to perform a successful attack. Algebraic
attack is superior among different attack types as it does require the
smallest number of such pairs. On the other hand, the equations describe
the input/output relations should be in hand to execute the algebraic
attack. In this paper, we present the method of collecting the input/
output algebraic equations for 2-key simplified 3-DES as a miniature
example of the 2-key 3-DES. The simplified DES has similar structure
and characteristics to DES with the privilege of using smaller parameters
than DES. Also, we prove that the complementation property of DES
can be used to double the number of obtained algebraic equations for
3-DES variants and consequently decreasing the required number of
plaintext-ciphertext pairs. Finally, we compared the expected number
of obtained equations and variables in both 2-key simplified 3-DES and
2-key 3-DES.

I. INTRODUCTION

utilizes five functions!! that are an initial permutation (IP),
two complex functions (f,) that involves permutation and

The simplified DES algorithm itself is referred to as
S-DES in which data are encrypted in 8-bit blocks using
a 10-bit key. The decryption algorithm takes the 8-bit
block of ciphertext with the same 10-bit key used in the
encryption and recovers the 8-bit block of the original
plaintext. As shown in figure 1, the encryption algorithm
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substitution operations and depend on different key input
for each function, a simple permutation function that
swaps the two halves of the data block (SW), and finally a
permutation function (IP-") which is the inverse of the first
initial permutation. The decryption algorithm is the reverse
of the encryption algorithm.
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Fig. 1: Simplified DES structure
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As shown in figure 2, the function f_is the most
complex and important component of the S-DES.

It mixes the data passing through the encryption
decryption

algorithm or the algorithm

with the 8-bit subkey. It involves a combination
of permutations functions that represented by P4
and E/P, and substitutions functions represented by
S-boxes SO and S1.
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Fig. 2: Simplified DES encryption in details

The function f, can be expressed by using equation 1
as follows:

f (L,R) = (L €D F(R, SK), R) (1)

Where L and R are the leftmost 4 bits and the rightmost
4 bits of the 8-bit input to f,_respectively, SK is the used
subkey, and €B is the bit by bit XOR function. Function
F is the mapping that involves expansion/permutation
(E/P) of the rightmost 4 bits to produce 8 bits then bitwise
XORed with the 8-bit subkey then apply substitutions using
S-boxes S0, and S1 that each S-box receives 4-bit input
and produce 2-bit output and finally apply permutation P4
to get a 4-bit block of data.

The expansion/permutation operation (E/P) expands
and transforms a 4-bit input (i/pl, i/p 2, i/p 3, i/p 4)

to 8-bit output with a particular order clarified by
equation 2 as follows:

E/P (i/p 1,i/p2,i/p3,i/pd)=ip4,i/pl,i/p2,i/p3,ip
2,i/p3,i/p4,andi/p 1 (2)

The S-DES has 4x2 S-boxes S0, and S1 where each
S-box has 4 input bits and 2 output bits. They can be
represented by the following two 4x4 matrices as shown
in figure 3 where the first and last input bits to each S-box
form a 2-bit number that specifies one of the four rows of
the S-box . The middle two input bits specify one of the
four possible columns. The permutation (P4) transforms
a 4-bit input (i/pl, i/p 2, i/p 3, i/p 4) to 4-bit output with
the following particular order clarified by equation 3 as
follows: 3)

P4 (i/p 1,i/p2,i/p3,i/p4)=ip2,ilp4,ip3,ip1
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Fig. 3: S-boxes S0, and S1 of the S-DES [1]

The switch function (SW) swaps the left most 4 bits
with the right most 4 bits before proceeding to the next
round. The initial permutation (IP) transforms an 8-bit
input (i/pl, i/p2, i/p3, i/p4, i/p5, i/p6, i/p7, i/p8) to 8-bit
output with the following order according to equation 4 as
follows:

IP (i/pl, i/p2, ..., i/p8) = 1/p2, i/p6, i/p3, i/pl, i/p4,
i/p8, 1/p5, i/p7

Whereas the inverse permutation (IP-') is the revergg)of
the initial permutation and can be represented by equation
5 as follows:

IP! (i/pl, i/p2, ..., i/p8) = i/p4, i/pl, i/p3, i/p5, i/p7,
i/p2, i/p8, i/p6.

As shown in figure 4, the simplified S]%S
uses a 10-bit key and from this key, two 8-bit subkeys
(subkey 1, subkey 2) are generated to be used in the two
rounds of the simplified DES, where each of the two
rounds uses different subkey. As the simplified DES can
be applied as encryption algorithm using the two subkey in
specific order, italso can be applied as decryption algorithm
using the subkeys in the reverse order. For instance, we use
subkey 1 in the first round, and subkey 2 in the second
round in the case of encryption, but we use subkey 2 in the
first round, and subkey 1 in the second round in the case
of decryption.

The 10-bit key is first introduced to permutation
operation (P10) that reorder the input key bits (i/p1, i/p2,
i/p3, i/p4, 1/pS, i/p6, i/p7, i/p8, i/p9, i/pl0) in a fashion
clarified by equation 6 as follows:

P10 (i/p\1, i/p2, ..., i/pl0) = i/p3, i/p5, i/p2, i/p7, i/p4,
i/p10, i/p1, i/p9, 1/p8, i/p66.

The left shift (LS-1) translates the left most b(16t) to
the right most bit position, whereas the left shift (LS-2)
repeats the (LS-1) operation two consecutive times. The
permutation (P8) transforms an 8-bit input (i/p1, i/p2, i/p3,

i/p4, 1/p5, i/p6, i/p7, 1/p8) to 8-bit output with a particular
order according to equation 7 as follows:

P8 (i/pl, i/p2, ..., i/p8) = i/p6, i/p3, i/p7, i/p4, i/pS,
i/ps, i/p10, i/p9 7
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Fig. 4: Key generation of the simplified DES.

II. INPUT/OUTPUT EQUATION OF THE 2-KEY
3-SIMPLIFIED DES SCHEME

Consider the following 2-key 3-S-DES illustrated in
figure 5 which involves a three stages as follows:
* Stagel: Encryption of plaintext P using key K1 to produce
Cl.
» Stage 2: Decryption of C1 using key K2 to produce C2.
» Stage 3: Encryption of C2 using key K1 to produce
ciphertext C3.

K1 K2 Kl
P S-DES S-DES S-DES C3
Encryption |C] | Decryption [> | Encryption '

Fig. 5: 2-Key simplified 3-DES schematic diagram
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Let the plaintext P = [p, p, p, p4 ps p, P, py)- C1=1[c,, ¢,
cl3 c14 CIS C16 C17 CIS]’ C2: [C2l C22 CZ3 c24 CZS 026 C27 028]’ and

C3= [031 C32 C33 c34 C35 c36 C37 C38 :

Let K1= [k, k, k, k,k kK, k,k,k

14 7715 7716 17

[k21 k22 k23 k24 k25 k26 k27 k28 k29 k210 :

Now we are going to get subkeyl and subkey?2 for the
three stages with the provision that subkeyl, and subkey?2
for the first and the third stages are identical as they derived
from the same key K1.

Let subkey 1, and subkey 2 for the first and third stages
are denoted by K1', and K2', respectively. Similarly, let
subkey 1, and subkey 2 for the second stages are denoted
by K1" and K2", respectively. The target is to get K1', K2',
K1" and K2" in terms of K1 and K2. Referring to figure 4,
it is clear that K1' can be expressed by using equation 8 as
follows:

], and K2=

110

K1'=P8 (left and right halves LS-1 (P10 (K1))) (8)

K1'= P8 (left and right halves LS-1(P10 [k, k , k , k14 k ,
Kk ko ko ko)

16 717 18
K1'= P8 (left and right halves LS-1 [k , k. k, k. k k,
k, 'k19 ki Kl )

KI'=P8 ([k sk, k, k Kk, k k,kgkk,,])

Hence, K1'= [k, k, k,, k, kK, K, k]

17 7719 7714 7718 7713 U110 1§ .
Also, K2' can be expressed by using equation 9 as

follows:
)
K2'=P8 (left and right halves LS-2 (LS-1 (P10 (K1))))

K2'= P8 (left and right halves LS-2 [k k, k. k, k., k;,
k. k. .k k. 1)

19 7718 716 " T110,

K2'=P8 ([k,, k,, k ko k, ko ko ko kKol

17 7714 7713 18 7716 77110 711

Hence, K2'=[k, k.k k _k

0 18 7713 7716 715 U110 7712 U191l .
Similarly to KI1', we can calculate K1" by using

equation 10 as follows:
K1" = P8 (left and right halves LS-1 (P10 (K2))) (10)

K1" = P8 (left and right halves LS-1(P10 [k, k,, k,, k, k,,
k. k. k .k k. 1)

26 727 7728 7729 U210

K1" = P8 (left and right halves LS-1 [k,, k. k,, k,. k,, k, |
k, kok kD)

29 7728 726

K1"=P8 ([k, k,, k. k, k. .k, k_k_k_k J)

25 7722 7727 724 7723 U721 729 U728 26 210

Hence, K1"= [k, k k, k, k k. k

0 17727 7729 7724 7728 7723 U210 26] .
Similarly to K2', we can calculate K2" by using

equation 11 as follows: (an
K2" =P8 (left and right halves LS-2 (LS-1 (P10 (K2))))

K2" =P8 (left and right halves LS-2 [k, k,, k,. k,, k,. k,,
k. k .k k 1)

29 728 7726 210,

K2'=P8 ([k.k, k. k k, k k k k k]

27 724 7723 725 7722 728 TU26 210 21 29

Hence’ K2" - [k28 k23 k26 k25 k210 22 729 21

We will collect the input/output equations of the first
stage, then use the output of the first stage as an input to the
second stage, and finally use the output of the second stage

as an input to the third stage.

A. Input/output Equations of the First Stage of 2-Key
3-Simplified DES Scheme

Starting with the first stage as shown in figure 6, the
plaintext P = [p, p, p, P, Ps P P, P, is introduced to IP
operation to yield [p, p, p, p, p, P, Ps p,], then the right most
4-bit half of this data block is introduced to E/P operation
to result 8-bit block that is [p, p, p, ps Py Ps P, p,]. That
8-bit block is XORed with K1' to result the following 8 bits
which is better to write in a 2-row form as follows:

P?@kll P4G9k1? Ps@klg Pi@km
Ps@kis ps@Bkiz p:Dkie psDkie

The first raw is fed to S-box S, whereas the second
raw is fed to S-box S1. As each S-box has 4 input bits
and 2 output bits, we denote the input bit to the S-box by
the symbol S where, n refers to the n™ input and takes
one of the four values (1, 2, 3. or 4), i refers to any input
bit, v refers to S-box SO or S1 so it takes (0 or 1), m is the
round number and it takes one of the six values (1, 2, 3, 4,
5, or 6) as we have 2 rounds in each of the three stages. For
example S1i01 is the first input bit of S-box S0 in round 1
which is equal to p, €bk,,. Also, we denote the output bit
of the S-box by the symbol S where, w refers to the w'
output and takes one of the two values (1, or 2), p refers to
any output bit. For example S is the first output bit of
S-box S1 in round 1.

H-bit plaintext p

[ P ]
]

B.bit ciphertext (]

Fig. 6: The first stage of the 2-key simplified 3-DES
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Now in order to proceed, we need to find the input/
output two equations for each S-box. To achieve this task,
we will write each S-box in the form of the truth table, and
then we use the Simple Solver software!® to transform each
truth table to logical gates equation.

After applying the Simple Solver software
to the truth table of S-box SO that is illustrated
in table 1, we obtain the equations 12
and 13 as follows:

Table 1: The truth table of S-box S0

=S .S .S, +8S. .S

1pOm _ 1i0m™ ™~ 2i0m" "~ 4i0m 1i0m* 3i0m's4i0m

+ S
siom TS tiomSz0mS siom TS tiome S 2i0mSiom (12)

_SZpOm = SliOm'SZiOm'S_AiOm + SliOm's_ZiOm'S4i0m + S_liOm'S_
+ S 3i0m'SAi0m (13)

Where the logical operations AND, OR, and NOT are
represented by symbols (. ), (+), and ( 7), respectively®!.
The NOT operation is also referred to the complement
operation.

liOm'S 3i0m”

S

3i0m

S 1i0m SZiOm S}i()m S4i0m S 1pOm S 1pOm
0 0 0 0 0 1
0 0 0 1 1 1
0 0 1 0 0 0
0 0 1 1 1 0
0 1 0 0 1 1
0 1 0 1 0 1
0 1 1 0 1 0
0 1 1 1 0 0
1 0 0 0 0 0
1 0 0 1 1 1
1 0 1 0 1 0
1 0 1 1 0 1
1 1 0 0 0 1
1 1 0 1 1 1
1 1 1 0 1 1
1 1 1 1 1 0
Table 2: The truth table of S-box S1
Slxlm 2ilm Szilm S4ilm S]plm SSZplm
0 0 0 0 0 0
0 0 0 1 1 0
0 0 1 0 0 1
0 0 1 1 0 0
0 1 0 0 1 0
0 1 0 1 0 1
0 1 1 0 1 1
0 1 1 1 1 1
1 0 0 0 1 1
1 0 0 1 1 0
1 0 1 0 0 0
1 0 1 1 0 1
1 1 0 0 0 1
1 1 0 1 0 0
1 1 1 0 0 0

Ju—
Ju—
—

Ju—
Ju—
—_
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Similarly, after applying the Simple Solver software to
the truth table of S-box S, which is demonstrated in table 2,
we obtain the equations 14 and 15 as follows:

S =S8, .8, S +S S Slm+ S .

Iplm Lilm™™ 2ilm™™ 3ilm 2ilm" 7 3ilm

S .S

2ilm 4i1m+ 2ilm.~ 3ilm" > 4ilm (14)

S =S..S..S +S S .S +8§

2plm lilm™ = 3ilm" ™~ 4ilm 1ilm"™ 3ilm" ™ 4ilm lilm® SZilm

+S,. S S, (15)

1ilm" ™~ 3ilm
Now, we are ready to proceed to calculate S, | . S
pOm 2p0m

for round 1 (m=1) by substituting in equations 12 and 13
by the following inputs:

Sli()l - p7 Gakll’ SZiO] = p4 EBkw’ S3i0] =
=Ps EBkM
Then, we have calculated the two output bits for S-box

SO for round 1 that are clarified by equations 16 and 17 as
follows:

S = (.Dk).(0,Bk).(p;Dk,,) + (p,Dk)).
(ps @k,,)-(psDk,,) + (p,DBk ) .(p,Bk,). (p;Dk,) +
(p,Bk,). (p,Bk).(p;PBk,,) +p,Pk,) .(p,Dk,,).
(ps pk.y) (16)

S o = (0.Dk).(p,Dk).(p;Dk,,) + (p,Dk)).
(p4 @k”) (p5 eakm) + (p7 @k“) (pg EBk 9) + (pg eak]g)
(p;©k,,) (17)

Similarly, proceed to calculate S, , and S, , for round
1 by substituting in equations 14 and 15 by the following
inputs:

Sllll p8 Gale” 2111 pS eak13’ 3111: p7 eak1()’ and
S4i11 p463 16
Then, we have calculated the two output bits for S-box

S, for round 1 that are clarified by equations 18 and 19 as
follows:

S]p]] = (pg @klg)'(pS ®k13)_'(p7 ®k10)_ + (p5 ®k13)'(p7
@klo)‘(p4 @km) + (pg @klg)_‘(p5 @km)' (p4 @kl(,)_ + (p5
®k13)_‘(p7 ®k10)_'(p4 @kl(,) (l 8)

SZpll - (p8 eak18)'(p7 ﬂaklO)'(p4 eale) + (p8 EB'km)'

(p7 ﬂaklo)_'(p4 EBkle)_ + (pg @klg)_-(p5 @km)' (p4 EBkIG) +
(ps Bk ) -(p, BK,)-(p, Bk, ) (19)

S

4ilm

p, Bk, and S

4i01

Now, the previously obtained four output bits from
S-boxes SO and S1 [Slpo1 201 Slpll 2pll] are fed to P4
operation to result [Szp01 it Siptt 101] then XORed
with the left most 4-bit block output from IP operation to
yield [Szmesz SanEBps SlanBps SlpOlEBpl] which is
considered the output of f, , function.

The previously obtained output of f , function with
the right most 4-bit block output from IP operation are
fed to SW operation to yield the output 8-bit block from
round 1 which is [p,, p, P P, S0 DD, S, DD
S, PPy, Sy, €DP,]- That 8-bit block output is fed as an
input to round 2 where the right most 4-bit block of that
input is fed to E/P operation of f _, function to yield the
following 8-bit data block:

[SlpOI Gapl’ SZpOl aapz’ SZpll EBP{,, ) Slpn Epr Szpn EBp(),
S,,11 PPy S, B> S, P,] Which is XORed with the
subkey K2'= [k .k k  k.k  k,k,k,]toyield 8 bits
which is written in a 2-row form as follows:

Spn®piB ks, SopnDpab kiz. Sop1BpstD ki, StonBpsB kis.
Sot1pstD kito, StpuiBpsD ki, Sipo1BpiD kio. SoposBpatb ks

The first row is fed to S-box S, whereas the second
row is fed to S-box S,. The resultant four output bits (S1 -
Szpoz,. S Sy can be deduced by substituting for the
previously mentioned 2-row input bits in the equations 12,
13, 14, and 15 taking into consideration that m = 2 to yield

equations 20,21, 22, and 23 as follows:

1p02 (Slp()l ® P D k- (Szpm b P, k) (Slpll S
p;D 1(715) + (Sl P B k18) (Szpn b Ps @km) (Slpll &
Py k) + (Slp()l P D le)'(SZBll B P eb K™ (Slp]l &b
P;ep k) + gslpm @ P h k) ‘(Szgm b P,D kls)'(slpy
b P;ep le) + (Slp()l b Pd k]x) '(Sme b P.d k13) :
(Slp11®p3EB le) (20)

2p02 = (Slpoleapl@ le) (SzmeszEB k13) Slpll &p,
D k) + (S, P, B K- (S, BP, Bk, (Slp11 P p,
D le) + (Slp()l Dp, EBklx) (Szpll Dp, b kle) + (Szpll @D,
®k16)_'(slpll ®p3 @ le) (21)

1p12 (San@psEB kno) (Slpll®p3® klz) (SlmeB
p, D km) + (SlanB p; EBk 2) (S1p01EBp1€B k9) (Szpm@
pZEB k]l) + (SZpll Gapéea 1(l]())i'(slp]] GBPSGB k12)'(SZp01 63
p, &b kll)_ + (S]pll EBP3 & k]2)_'(slp01 EBpl & k19)_'(szp01 &
p,Pk) (22)

Szp12 - (Szpn DD kno)'(slpm &P, D k19)'(szp01 S
P, kn) + (S2pll®p6€B kno)' (Slp()l &P, b k19)_'(82}301EB
P, k1) + (San@psEB kno)_'(slpn@l% EBklz)'(SmeEB
pz@kn) * (SZpH@pﬁ@ kllO)i'(SlpOI @p, D kw)'(szpmEB

p2 ea kll)i (23 )
The previously obtained 4- bit output from S-boxes
SO and S1 is [S S ] that is introduced to

1p02° 2p02’ 1p12° 2 12
P4 operation to result [S5000 Sopiz Slpl2 1902 then XORed
with the left most 4-bit output from SW operatlon to yield
[SZpOZ SE) O SZplZ Py SlplZ =)0 SlpOZ GBP7] which is
considered the output block of f ., function. Then the
obtained 8-bit data block [S2p02 @D, Szplz PPy SlpleE
Ps> SlpOZ EBIpW Szpo_l DP,» Szpn DD, Slpll &Pss S]pO] EBpl] 18
fed to IP! operation to result C1 = [S,0, P, Sy, PP,
S]plz DPs> SZpOl S=) % S]pll =) Szplz DDy S]pOl DD,
S2pll &p,] that is considered the output 8-bit block from
the first stage.

B. Input/output Equations of the Second Stage of
2-Key 3-Simplified DES Scheme

The previously obtained output from the first stage C1
= [SlpOZ aap7’ SZp02 ®p4’ SlplZ GBPS’ SZpOl 63pZ’ Slpll Gap}’ S2p12
DPy S0, BP> S, BPJ is fed as an input to the second
stage of the 2-key simplified 3-DES as shown in figure 7.
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Then, C1 is introduced to IP operation to yield [S,,0, PP,
SZplZ DPy Slp12 5] SlpOZ @p, Sme P, S2pll Py Slpll
DD, Slpo1 dp, |, then the right most 4-bit half of this data
block is introduced to E/P operation to result 8-bit block
that is [S]p()l DP, Szpm DD, SZpl] DDy S]pll DPss Szpn DD
S @Ps S, DD, S, DD, That 8-bit block is XORed
with K2" to result the following 8 bits which is better to
write in a 2-row form as follows:

SporDpiDkas  SyoiDpaBkas  Sp1Dpebkas  SipiiDpsDkos
Sop11PpsDkare  SipuBpsBkn  SpuiBpiBka  Soypop2Bka

The first row is fed to S-box SO, whereas the second
row is fed to S-box S1. Now we are ready to proceed to
calculate S, | .S, for round 3 (m=3) by substituting in

equations 12 and 13 by the following inputs:
Sli03 = SlpOl Gap eakZS’ S2103 SZpOl GapZ 63k23’ S3103 SZpll 63
Pe ks Syy = S, P, DK

Cc1

K2"

K1"

-1

c2

Fig. 7: The second stage of the 2-key simplified 3-DES

Then, we have calculated the two output bits for S-box
SO for round 3 that are clarified by equations 24 and 25 as
follows:

Slp03 = (Slp()l 63pl 631(28)’(82[)01 GapZ 631(23)'(81[)11 @
p3 G?kZS) + (Slpol Gap1 63k28)'(82p11 eap() 63!(26)' (Slpll ®p3 63
k25) + (Slp()l 63pl e?kZS)’(SZpll Gap(y 63k26) ‘(Slpll ®p3 631_(25)
+ (SlpOI &P, GBk_zx) : (SZpOI &P, EB_kB)'(Slpn &P, EBkzs) +
(Slpol 63pl @kzg) '(SZpOI 63p2 GakZS) '(Slpll ®p3 ®k25) (24)

_82p03:(slp01 S=) o Gakzx)'(szpm &P, EBk_zs)‘(Slpn SE) RSP
kzs) + (Slp()l P, eBkzx)'(_szpm &P, 631(23) N (Slpll &P, B
k25):‘r (SlpOI 63pl @kzg) '(SZpll Gap(y @kz()) +(SZp11 Gap(v 63
k) '(Slpll D, ek, (25)

Similarly, proceed to calculate S1 ,; and S2 ,; for round
3 by substituting in equations 14 and 15 by the following
inputs:

Sli13 - SZpll Gap6 63kZlO’ S2il3 - Slpll EBP3 63k22" S3i13 -
SlpOl Gapl eak29’ S4113 SZpOl GapZ 63k21'

Then, we have calculated the two output bits for S-box
S1 for round 3 that are clarified by equations 26 and 27 as
follows:

Slpl3 = (SZpll @pé ea1(2]0)'(Slp]] eap} @kzz)i'(slpm 63
pl @kzg)_"" (Slpll EBP3 @kzz)'(slpm Gap1 aasz)) '(SZpOI esz
k,) *+ (S, ®p. &k, (S, &p,bk,).(S,,, &p,®
k2])7+(Slp]] Gapl @kzz)i'(slpm eap1 631(29)7'(821101 esz eakZI)

(26)

Sypis = (S5, BP0k, )-(S , BDP, BK,)-(S,, &P, D
kzl) + (SZpll GBPG 63kZIO) (SlpOI EBpl eak29) (SZpOI Esz GakZI)_
+ (SZpll G3'p6 EB1(21())-'(Slp11 EBP; EBk22)'(SZpOI Esz G3'1(21) +
(SZpll G31:)6 GB1(210)7'(S]p01 631:)I GBkzo)' (SZpOI esz GakZl)i (27)

The previously obtained 4-bit output from S-boxes SO
and S1 is [Slpoz, Szpm, S]pw, Szp13] that is introduced to P4
operation to result [S, 003 Szpn S]p] .S, 03] then XORed with
the left most 4-bit output from IP operatlon to yield [S 2002
EBpA ﬂasz;yos’ 2pl12 Gaps EBszpls’ 1p12 ﬂaps ®Slpl3’ 1p02 &b
P, EBSIP(B] which is considered the output block of f
function. The obtained 8-bit block [S, ,, @p,BS, ;. S,
EBpg ﬂasms’ S]plz Gaps EBSlpn’ Slpqz ﬂap7 easlpO}’ SZpO].®
D, Szp” bp, Slp” &p, S]pOl Pp,] is fed to SW operation
to result the 8-bit block [Szpm ®p,, SZPH Do, S]pll Dp..
S]nm Gap]’ Szpm ﬂapzt 63Szpoz’ SZp]Z Gaps ®82p13’ SlplZ %
pSEBSlpB, S]pOZEBp7 EBSlpm] that is considered the output
8-bit block from the round 3. That 8-bit output block is fed
as an input to round 4 where the right most 4-bit block of
that input is fed to E/P operation of fK1" function to yield
the following 8-bit data block:

[Slp02 EBp7 eaSlpO}’ Szpoz EBp4 EBSzpoy SZplZ EBpx EBszpw
Slp12 Ps EBSlpls’ SZplZ @px &b S2p13’ 1p12 BPs @Slpw 1p02
DP;BS 05 Sspr DPL DS 03] which is XORed with the
subkey K1" to yield 8 bits Wthh is written in a 2-row form
as follows:

S1p02BP7D S1p03Dk21. S2p02DP4D Sopo3tbkar. Sop126DpstDSop13€Dkae. S1p12€EPsBSip13Dkas.
Sop12DPsDSop13Dkas. S1p12BPsDS1p13Bk23. S1p02BP7DS1p03Dk210. S2p02PP4D S2p03P ks
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The first row is fed to S-box S0, whereas the second
row is fed to S-box S1. The resultant four output bits (S 908>
Szp04,. S Sy 4? can be ded.uced l:?y subéhtutlng.for the
previously mentioned 2-row input bits in the equations 12,
13, 14, and 15 taking into consideration that m = 4 to yield

equations 28, 29, 30, and 31 as follows:

Slp04 = (Slp02 Gap7 ﬂaSlpo3 EBkzl).(SZpOZ ®p4 63Szpo3 EB
k27)'(sln12®p5®81013®k24) + (Slp02®p7®81903®k2])'
(SZp12®p8®SZpI3 eakZ‘))'(S]plZeapS@Slpl3®!(24) + (SIpOZ
EBP7 ®S]p03 ﬂakﬂ)' (Szplz EBps @Szpls @1(729)' (SlpIZ GBps
DS B Ky T (S0 @Pr DS 10 B - (S0, PP B
Szp03 @kﬂ)' (S]p12 @ps @Slpm@ k24) + (SlpOZ EBP7 Elepos
EBkzl) '(Szpoz EBP4EBSzp03 EBkN) . (S]p12 @ps @Slpm EB k24)

(28)

Szp04 = (Slp02®p7®slp03 Gakzl)' SZp02®p4®SZp03®
k27)‘(slpleBp5 ®Slpl3® k24) + (SlpOZ ®p7®slp03 Gakﬂ)’
(Szpoz Gap4EBszpo3 EBkN)_'(Slplz ﬂaps easlplB D k24) * (Slp()Z
EBp7 ®S]p03 ﬂakzl)i‘ (SZpIZ EBps ﬂaSzpl3 @kZQ)’ + (SzpleB
Ps EBszpn EBsz;)i' (Slplz EBps ﬂaS]pls © k24) (29)

_Slp14 = (S2p12 EBps EB_Szplz EBkzx)'(Slplz EBps EBSlpB EB
k23) '(SlpOZ EBp781p03 @kzlo) + (SlpIZ EBps @Slpn EBkB)
(SlpOZ ®p7 EBSlp(B G_akzlo)'(szpoz ®p4 EBSzpoz EB k26) + (SZpIZ
BPs B S, Bk - (11 BPs DS, BK)- (S0, 6BP,
BSy0 D K)” + (S, BPs DS, DK, - (S0, BP B
Slp03 @kmo) : (SZpOZ ®p4 EBSzpos 63 kzs) (30)

SZp14 = (Szp17 Do, EBSzpls Dk,y)- (S,.,DPp, DS, D
K, ). (Szpm Do, EBSzp(B Dk, + (S'Zpl? Do, EBS?.pm Dk,
(Slpoz ©r, EBSlp03 Dk,,). S, D DS, D k) +
(S')plz Gapg eas';pm eakzg)—'(S]pw Gapi GaS]pn ®k23)' (S';n()z
Do, 6387003 & kz(,) +(S,.., Dps ®SZpl3 Gakzx)‘(slpoz ©r,

®Slp03 ®k210)'(szp02 ®p4 ®Szp03 @ k26)_ (3 1)
S1p02Bp7DB S 1903k 1. S2p02kDP4D S0 DKy 7.
Sop12DpsDSop13Dkis. S1p12DPsDS1p13&Dkis.

The previously obtained 4-bit output from S-boxes S
and S| is [Slpm, Szpw Slpl4’ SZp14] that is introduced to P4
operation to result [S, 'S, 'S ], then XORed with

2p04 X2p14 P lpl4 Slp04

the left most 4-bit output from SW operation to yield [S,,01
®p2 $SZp04’ S2pll ®p6 eaSZpM’ Slpll eap} @SlpM’ SlpOl ea
p, EBSIPM] which is considered the output block of fK1"
function. Then, the obtained 8-bit data block [Szp01 &p, D
SZp04’ S2pll Bp, EBSzpw Slpll Dp, EBSlpw SlpOl Dp, EBSlp(w
SZpOZ e3p4 ®S2p03’ SZplZ eapS 63 SZpl}’ SlplZ @pS 63Slpl3’ SlpOZ
o, EBSIP()}] is fed to IP-1 operation to result C2 = [SlPOl
eap1 63Slp()4’ SZpOl eapZ GBSZP(M’ Slpll e31)3 63Slpl4’ SZpOZ 63
p4 eaSZpO}’ S1})12 eapS eaSlpl}’ SZpll eap() GBSZPM’ Slp02 eap7

@S, 05 Sy, Op DS, ] that is considered the output
8-bit block from the second stage (S-DES decryption).

C. Input/output Equations of the Third Stage of 2-Key
3-Simplified DES Scheme

The previously obtained output from the second stage
C2 = [Slp()] EBpl $S]p04’ Szpm ﬂapz ®82p04’ S]pn Gap3 %
Slpl4’ Szpoz Gapzt ®SZpO3’ S]plZ EBp5 ®Slpl3’ San ®p6 %
SZpl4’ S]pO2 Do, EBSIP(B, Szpl2 &, EBSZPB] is fed as an input
to the third stage of the 2-key simplified 3-DES as shown in
figure 8. Then C2 is introduced to IP operation to yield [Szpm
Esz ®82p04’ SZpll ©n. 6Bszpw Slpll eaps EBSlpw SlpOl D
P, easlpw SZpOZ EBP4 EBSme’ SZplZ EBps EBSZPB’ Slpll EBps
& Slpn, Slpo2 bp, EBSIP(B], then the right most 4-bit half of
this data block is introduced to E/P operation to result 8-bit
block that is [SlpOZ EBp7 EBSlpos’ Szpoz Eszt EBSzpw SZplZ EBpx
6BSZpls’ SlplZ EBPS 6lepw’ SZplZ EBpg EBSZpB’ SlplZ EBps D

Slpw, Slpo2 &p, EBSlp(B, S2p02 EBp4EBSZPO3]. That 8-bit block
is XORed with K1' to result the following 8 bits which is
better to write in a 2-row form as follows:

Sop12DPsDSopiatkio.
S1p02EBp7D S1p03B k110,

S1p12BpsBSip13Bki4.
S2p02DP4D S2p03tBkis
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Fig. 8: The third stage of the 2-key simplified 3-DES

The first row is fed to S-box S, whereas the second
row is fed to S-box S1. The resultant four output bits (S

. . . 1p05
Sy Sipis Syps) CAN be derived by substituting for the

previously mentioned 2-row input bits in the equations 12,
13, 14, and 15 taking into consideration that m = 5 to yield
equations 32, 33, 34, and 35 as follows:

SlpOS = (SlpOZ EBp7 EBSlpm EBkn)'(Szpoz EBp4 EBSzpm EBkn)'
(Slp12 EBps EBSlpm EBkm) + (SlpOZ EBp7 EBSlpos EBkn)‘ (Szplz
EBpsEBSzpmEBkw)'(SlanBpsEBSlplsEBkM)_ +(Slp02€Bp7
EBSlmeBkn)' (SzpleBprBSzmeBkw)_‘ (SlpleBpsaa
Slp13 EBkM) + (SlpOZ EBp7 EBSlpm EBkn)?' (Szpoz EBp4 EBSzpos
EBkw)' (SlpleBps EBSlpls EBkMy + (Slp02®p7®slp03®
kn)?' (Szpoz EBp4 EBSzpos EBkn)?' (S]p12 EBps EBSlpm EBkM)
(32)
Szpos = (Slp02®p7®slp03®k]])'(s2p02®p4®s2p03®k]7)'
(Slp]2 EBps EBS]pu EBkM)? * (S]p02 GBP7 EBSlpos EBkn)' (Szpoz
®p4®82p03 EBkw)?'(S]p]z EBps EBSlpls EBkM) + (SlpOZ EBp7
EBS]pos eBkn)?' (SzpleBps EBSzpls EBkwy * (SzpleBpga3
Szp13 Gakw)i : (S]p12 63135 EBSlpls EBkM)' (33)

SlplS - (SZpIZ EBPS EBSzpm eale)'(SlplZ EBPS EBSlpm EBkm)_'
(SlpOZ EBp7 EBSlpoz EBkuo)_ + (slpl2 EBps EBSlpls EBkm)‘ (SlpOZ
EBp7 EBSlpos eakuo)' (SZp02 €BP4 eaS2po3 EBkm) + (SZpIZ EBps
2 Szp13 EBkls)_'(Slplz EBps b Slpl3 EBkm)' (SZp02 EBp4 EBSzpos
EBkm)_ + (Slp12 bp; EBSlpm EBkls)_ : (Slp02 p, 63811;03 b
kllO)_'(SZPOZ bp, EBszpm EBkls) (34)

Szms = (Svnw Dr, EBszpn EBkls)‘(Slpop EBp7 EBSlpos EBkno)'
(Szpoz EBp4 & S2p03 EB_km) + (Szplz EBps EBSzpm E_Bkm)' (SanZ
SPI EBSlpos EBlfno) : (Szpoz or, EBSznm EBkle) + (SZpIZ 57
Py b S2p13 EBkm) '(Slp12 DPs EBS1p13 EBkQ)' (SZp02 Dr, D
SZn03 @kls) + (SZpIZ Py EBSzpls_EBkls) ‘(Slpoz bPp, EBSlpos
EBkno)' (Szpoz br, EBSzpos EBkm) (35)

The previously obtained 4-bit output from S-boxes SO
and S1 is [S S . S, ] that is introduced to P4

5 1p05° SZpOS’ 1p15°> P2pls .
operation to result [S S .S then XORed with

3 2p05 SZplS Ipl5 1p05] ’
the left most 4-bit output data block from IP operation to

result [Szpm Esz EBSzpm EBSzpos’ Szpn EBP(, EBSzpm ®82p15’

SIpll eaps GaS|p14 ﬂaSlpls’ SlpOl Gapl EBSlpM ‘®Slp05] that
is considered the output block of f, function. Then the

obtained 8-bit data block [Szpm Do, EBSZPO . EBSZPOS, S2p11
EBp(, ﬂaSzpm ﬂaSzpls’ S]pll EBP3 EBSlpM EBSIp]S’ SlpO] EBpl
D Slp04 Elepos’ SZpOZ Gap4 D SZp03’ Szplz ﬂaps aaSzpl3’ S]p12

Bp;BS, 5 S,,, PP, DS, ] is fed to SW operation to
yield the 8-bit data block as follows:

[SZpOZ €Bp4 @ Szp03’ Szp12 EBPS EBSzpB’ SlplZ EBps EBSlpB’
Slp02 e3p7 eaSlpO}’ S2p01 GBPZ e3821}04 ea SZpOS’ SZpll EBP6 ea
SZp14 eaSZplS’ Slpll eap3 _easlplél eaSlplS’ SlpOl eapl eaSlpO4 63
S 05 that can be considered the output 8-bit block from
round 5. That 8-bit output block is fed as an input to round
6 where the right most 4-bit block of that input is fed to

E/P operation of f function to yield the following 8-bit
data block:

[Slpol EBpl Elepm Elepos’ SZpOl Esz EBS%MGBSZ;)OS’ SZpll
EBpe EBSZpM EBSZpls’ Slpll 6Bp3 EBSlpM EBSlpls’ SZpll EBpe
EBSme EE’Sz]ols’ Slp“ @P3 EBSlpM EBSlpls’ SlpOl EBpl EBSlpM
EBSIPOS, S2pOl bp, EBSzp()461382p()5] which is XORed with
the subkey K2' to yield 8 input bits to S-boxes S0, and S1
as follows:

S1i06 = S1p01DP1DS1p04D S 1p0sDk1s. S2i06 = S2p01DP2D S2p04D S2p0s DK 1.
Szi06 = S2p11DPsDS2p14D Sop15DK16. Saios = S1p11€DP3DS 114D S 1p15DBks.
Stit6 = S2p11BPsDS2p14BS2p15Bk110- S2it6 = S1p11DP3BS1p14BS1p15Bk12.
S3i16 = S1p01BP1DS 1045 S 1p0sDk1e. and Suirg = S2p01BP2DB S2p04D S2posBkin

The first 4-input bits are fed to S-box SO, whereas
the second 4-input bits are fed to S-box S1. The resultant
four output bits (S S, Sype) can be deduced by

1p06° SZpOb’ 2pl6

substituting for the previously input bits in the equations
12, 13, 14, and 15 taking into consideration that m = 6 to
yield equations 36, 37, 38, and 39 as follows:

d
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SlpOG - (Slp()l ©p, EBSlpo4 EBSlpos Dk ,o)-(S,,, Dp, EBSzpm
EB'SZpos Pk (Slpll P EBSlpMEB Sk + (S,
dp, EBSlpm EB'Slpos eaklx)'(szpn EBPG EBSZpM EBSZpls S5
k16)'(slp11 €bP; EBSlpM EBSlpls Pk * (Slpm_EBpl @Slpm
EB'Slpos EB'klg)'(SZpu Dp; EBSZpM EB'Szpls bk - S, EBP_;
S5) Slp14 @Slpls Pk * (Slp()l bP, @Slpm EBSlpos Dk, -
(82p01 &P, EBSZpM B Sm0s EBkB)'(Slpu h p3@81p14 DS, s
ks +(Slp01 E_Bpl GBSlpOza EB'Slpos Dk, (S, DD, D
SZp04 EBSZpos EBkB) '(Slpll b P; EBSlpM EBSlpls EBkls) (36)

2p06 (Slp()] GBP ®S]p04 ®S]p05 Gakls) (SZpO] Gsz 6382;304
B S0 BKI3). (S, BP,BS,,. B S,,sPk) + (S,
P, @Slpm @Slpos @km)-(szpm BP, EBSW B S0P
k]s) '(Slp]] EB'p} &b S]pm EBSlpls EBkls) + (Slp()l @pl EBSmm
EB'SlpOS @kls) '(Szpll @Pﬁ EBSsz ®82p15 Gakm) + (Szpn GB
P €S, BS,,1s DK - (S, PP BS,,, BS,, s Dk,

(37)

Slpl(s = (Szpll ﬂ?pa GaSzpl4easzpls EBkno) : (Slpll EBPs ®Slpl4
EBSlpls @klz)' (Slpm EBP1€[951PO4EB SlpOS @klo) + (Slpll
eapge]aslpmeaswea 12)-(5 150 EBP DS 10s BS 105 B
19) (Szpm eBPzEB Szp04 @Szpos @kn) + (Sz 11 GBp(y @Szpm
EB 2p1563 110) ( 1p11®p3®slpl4ﬂaslp15®k12) ( 2p01EB
pz DS 100 D Sop0s DKL) (S, DP;BS 1. BS s P

k). (Slpm BP, DS 100 DS 105 DK - (S DD, DS
EB 205 €D k) (38)

SZpl(J = ( 2pll EBP(, 63821014 EBSzpls EBkuo) (S 01 EBpl EBSlp(m
EBSlpM @kw) (Szpm @szB 2p04 EB 2 05 eakll) + ( 2pll EB
P €DS,14 DS,,15 DK, 1o)- (Slpm P, @Slpm DS, ,0s DKL) -
(Szpm P, EBszpm EBszpos EBku) T (Sz 11 €PPs EBSme &b
S,p1s K1) (S, DD, EBSIPMEBSW aaku) (Szpm bp,
DS 1504 D Spos DKL) T (S0 DD DS BS,p15 DK 1) -
(Slpm BP, DS 504 DS 150s BK1)-(S50 DP2 B S04 B Ssp05
k) (39)

The previously obtained 4-bit output from S-boxes S,
and S1 is [Slp%, 2006 Slpm, - o] that is introduced to P4
operation to result [S,p060 Szpm, Sioie Sipoel> then XORed
with the left most 4-bit output from SW operation to yield
[SZp02 ®p4 ®S2p03 @SZpO(y’ 2pl2 @pS @ S2p13 ®S2p16’ 1p12
DPs DS 11 BSipier Sip DP; DS 103 DS 1] Which is
considered the output block of f,, function. Then, the
obtained 8-bit data block [S2p02 ﬂap48382p036382p06, ol
EBpx $SZPI3 ®82p16’ Slp12 ﬂaps ®Slp13 easlpw SlpOZ EBP7
EBSW EBSW S 1001 P> DS 3p04 EBSW So11 DPD

2p14 @ 2p15° lpll bP; EBSW ﬂaslpls’ 1p01 &P, EBSm(M D
1 05] is fed to IP-! operation to result C3 = [Slp025]3p7EB
1p03 @Slpw 2p02 b, EBS2p03 ®S2p06’ 1p12 P Db Slp13 &b
Slplﬁ’ S2p01 ﬂapz ®SZPO4 $82p05’ Slpll ®p3 @Slpm Glepls’

Szp12 Py ®S2p13 @Szpm’ .81[)01 @Plﬂaslpm @Slpos’ Szpp
BP B S, DSy that is considered the output 8-bit

block from the third stage and subsequently the output of
the 2-key 3-S-DES. Hence, Boolean equations 40, 41, 42,
43, 44, 45, 46 and 47 that are guided by Boolean algebra

properties and operations™ represent the eight input/output
equations of the 2-key 3-S-DES as follows:

c31=8 ., B, BS 0 @®S (40)
32=S,.,®P, DS, DS, “h
c33=S, ,Bp;BS,, ;DS (42)
034=S, | @BP,BS, 0 BS,0 (43)
35=8,, @D, BS,,,, DS, (44)
€36 =S, ,BPBS,,; DS, (45)
c37=S8,,, BP, BS,,0, BS,0s (46)
38 =S, , BP,BS,,., B, (47)

At this point, for only one known plaintext-ciphertext
it seems that we have 8 equations (40, 41,..., and 47) in
20 unknowns which are 10 bits of K1, and 10 bits of K2.
It is more reasonable to solve an overdefined system of
equations [5], and [6] as the complexity decreases when
the number of equations exceeds the number of unknowns.
This system is also known as overdetermined system of
equations [7]. To construct an overdefined system of 32
equations in 20 unknowns, we need four known plaintext-
ciphertext pairs. Anyway we still have the opportunity to
collect more equations by exploiting the complementation
property for DES as will be clarified next section.

.  EXPLOITING  COMPLEMENTATION
PROPERTY FOR DUPLICATING ALGEBRAIC
EQUATIONS

The complementation property for DES [8] declares
that, for any 64-bit block P and any DES key K, equation
48 exists as follows:

E . (P)=(E, (P)y (48)

Where, P~ represents the bit-wise complement of bit
string P, K™ represents the bit-wise complement of bit
string K, and (E_(P))” represents the bit-wise complement
of bit string E, (P). That means if plaintext (P) and key (K)
are complemented, subsequently the ciphertext E (P) is
also complemented.

A. The Complementation Property for the 2-Key
Simplified 3-DES

It is quite simple to prove that the complementation
property for DES is also valid for 3-DES variants
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which are 2-key 3-DES and 3-key 3-DES as follows:
Consider Figure 9 which illustrates the three stages

K1 K2

! !

of the 3-key 3-DES where it is clear that
C = E(Di(Eg, (P)).

K3

!

P S-DES S-DES
Decryption

Encryption |1

S-DES
C2 | Encryption

Fig. 9: Encryption of P using 2-key simplified 3-DES to produce C

Our task to prove that: C" = E,_ (D, (E- (P7))).

According to Figure 9 and for the first stage equation
49 is correct.

CI=E_(P)

Now apply the complementation property to equation
49 yields equation 50 as follows:

CIm=E . (P) (50)

Equation 51 is driven form the second stage of the
3-key 3-DES algorithm demonstrated in Figure 9.

C2=D, (Cl) (51

As DES decryption uses the same algorithm as
encryption with reversed sub-keys!?, therefore the
complementation property can be applied to equation 51
and yields equation 52 as follows:

2 = (CI7) (52)

KZ'
Similarly, by applying complementation property for
the third stage, it yields equation 53 as shown below:

C™=E__(C2) (53)

K3~

Now substitute for C2~ from equation 52 in equation 53
results equation 54 as follows:

C~=E,, (D,, (CID) (54)

Equation 55 can be driven by substituting for C1~ from
equation 50 in equation 54 as follows:

C™=E,, (D, (E . (P) (55)

According to equation 55, the complementation
property is valid for 3-key triple DES.

Returning to figure 9, if we replace key K3 in the third
stage by K1, we will get a 2-key 3-DES scheme with
overall input/output relation C = E_ (D, ,(E (P ))).

Now to check the validity of complementation property
for the 2-key 3-DES scheme, we replace K3 by KI in
equation 55, to yield equation 56 as follows:

C™=E, (D, (B, (P) (56)

Which proves that the complementation property is also
valid for the 2-key 3-DES, therefore we can exploit this
property to duplicate the input/output previously obtained
equations (40, 41,..., and 47) for the 2-Key Simplified
3-DES as will be done in the next subsection.

B. Collecting the Algebraic Equations Resulting from
Complementation Property

Now, we are going to exploit the previously discussed
complementation property by replacing C3=|[c,, c,, c,, c34

31 732 733
C%S c%ﬁ c%7 c38] by C3 7[ C32 C33 C34 C%S c36 C37 C38]

replacing K1= [k, k k k. .k k. k by K1™=

12 13 14 7715 7716 7717 718 19 110

[k, "k, k;k, k "k, k. ko ko k7], replacing K2=

18 19 110

[k, k,k k, k. k. k. k k k |by K= [k "k k-

22 23 724 25 26 27 28 29 7210

k, k. k "k "k~ "1, and replacing P = [p, p, p,

24 25 26 27 28 210

P, Ps P P, Pl by P= [p1 P, Py P, Ps pg P, Py ] Where,
C3~ represents the bit-wise complement of bit string C3,
P~ represents the bit-wise complement of bit string P, K1~
represents the bit-wise complement of bit string K1, and
K2~ represents the bit-wise complement of bit string K2.
After executing the necessary replacement in the related
equations to equations 40, 41,42, 43,44, 45,46 and 47, we
can get another eight equations that are equations 57, 58,
59, 60, 61, 62, 63 and 64 as follows:

¢, =S, ., DBp, DS, ,BS, (57)
¢y, =S,,@p, DS, ., DS, (58)
iy =S, DPp, DS, DS, (59)
¢y =S, Bp, DS, ., BS, s (60)
Cis =Slp,11 EBp;EBSlp,MEBSlp,IS (o1)
Cy =Sy ©Dp,” MBS, BS,, (62)
¢y =S, @p, DS, ., BS, s (63)
i =S, Ppy DS, DS, (64)
Where the bits Slp_m, Szp_m, Slp‘ll’ Szp_n, Slpm, Szp_oz,

S S S S

1122 P2pr122 Pip 030 P2p03 Pip130 Pop170 Piposr Pop0a Pipia?

2p14> P1p05° P2p705° P1p15? P2p15° Pip06 P 2p06° Slp'l6’ and Szp-m
are obtained from the bits S1 01> Sapors Sipir> Sapir> Sipo2 Sapors
Slp12’ SZplZ’ Slp03’ S2p03’ SlplS’ 2pl3’ 1p04> “2p04> Pip142 D2pla>
1p05> ©2p05° P 1p15° P2p15° P 1p06> V2p06° 1p16’ and Sz l(respectlvely

by the necessary replacements of P, K1, and K2 by P7, K17,
and K27 respectively in the related equations .

So far it looks like that we have a system of 16
nonlinear multivariate equations (40, 41,..., and 47) and
(57, 58,..., and 64) in 20 unknowns which are 10 bits of
K1, 10 bits of K2 for only one known plaintext-ciphertext
pair. Consequently if we have at least 2 known plaintext-
ciphertext pairs, we would be able to get at least a system

11|



ESMT, Abdelwahab et al. 2019

of 32 nonlinear multivariate equations in 20 unknowns.
This system of equation can be solved by using XLBA
algorithm™. While as previously shown without applying
complementation property, we need 4 plaintext-ciphertext
pairs to collect also 32 equations in 20 unknowns, it
is obvious that applying complementation property
reduces the required number of plaintext-ciphertext pairs
significantly by half. Therefore this property is useful as it
facilitates solving such system.

IV. EXPECTED EQUATIONS FOR 2-KEY 3-DES
COMPARED WITH 2-KEY SIMPLIFIED 3-DES

As we previously mentioned the simplified DES
algorithm encrypt and decrypt the data in 8-bit blocks using
a 10-bit key whereas the DES algorithm uses 64-bit key to
encrypt or decrypt a 64-bit blocks of data. For the 2-key
3-DES we can obtain 64 equations in 128 unknowns which
are 64-bit of key K1 and 64-bit of key K2. Besides extra 64
equations by exploiting the complementation property that
yields an overall 128 equations in 128 unknowns for one
plaintext-ciphertext pair. With two plaintext-ciphertext
pairs, we would be able to get a system of 256 nonlinear
multivariate equations in 128 variables for 2-key 3-DES.

Unlike many attacks such as linear and differential
cryptanalysist'?), the algebraic attack does not require large
number of plaintext-ciphertext pairst''. Moreover, the
attractive feature of the algebraic attack is the ability to
work as a ciphertext only attack. For the 2-key 3-DES as
an example the scenario will be as follows:

1) By applying complementation property, we collect 128
equations in 192 unknowns which are 64-bit of plaintext
P1, 64-bit of key K1 and 64-bit of key K2 for the first
ciphertext.

2) By applying complementation property, we collect extra
128 equations in extra 64 unknowns which are 64-bit of
plaintext P2, for the second ciphertext under the condition
that key K1 and K2 are not changed.

3) By applying complementation property, we collect extra
128 equations in extra 64 unknowns which are 64-bit of
plaintext P3, for the third ciphertext under the condition
that key K1 and K2 are not changed.

It is worth pointing out that the resultant equations from
step 1 and 2 are 256 equations in 256 unknowns which
are 64-bit of plaintext P1, 64-bit of plaintext P2, 64-bit of
key K1 and 64-bit of key K2 while the resultant equations
from steps 1, 2, and 3 are 384 equations in 320 unknowns
which are 64-bit of plaintext P1, 64-bit of plaintext P2,
64-bit of plaintext P3, 64-bit of key K1 and 64-bit of key
K2. Therefore we can obtain overdefined system of 384
equations in 320 unknowns by utilizing the available
data from 3 ciphertexts under the condition that the used
keys K1 and K2 are not changed during collecting these 3
ciphertexts data. Algebraic cryptanalysis is also important
during cipher design!'?! because it is not only used as tool
for key recovery, but also for detecting weaknesses.

V. CONCLUSIONS

In this paper, we demonstrate the method to collect
the system of nonlinear multivariate Boolean algebraic
equations for the 2-Key simplified 3-DES encryption system
as an illustrative example of a miniature system similar to
2-Key 3-DES. We prove the validity of complementation
property for 3-DES variants as well as for DES. We exploit
this property to duplicate the number of obtained algebraic
equations and therefore decrease the required number of
plaintext-ciphertext pairs to collect an overdefined system
of equations. In addition, we already get a system of 16
nonlinear multivariate equations in 20 unknowns for only
one plaintext-ciphertext pair for 2-Key simplified 3-DES,
consequently using only 2 plaintext-ciphertext are enough
to get an overdefined system of 32 nonlinear multivariate
equations in 20 unknowns. Also we compare between
2-Key 3-DES and 2-Key simplified 3-DES to estimate the
expected number of obtained equations and variables for
2-Key 3-DES. We found that only 2 plaintext-ciphertext
pairs are enough to get an overdefined system of 256
nonlinear multivariate equations in 128 unknowns. Finally,
we show that the method of collecting algebraic equation is
powerful as it gives the ability to algebraic attack to work
as ciphertext only attack.
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